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arranging volunteers to remind supporters that it is election day, escort
supporters to the polling stations, and otherwise "get out the vote."
Once again, if all parties are equally successful at getting out the vote, a
poll's accuracy will not be affected. But if one party is significantly more
successful than another, they could end up with a higher percentage of
the actual votes cast than was predicted by pollsters.

The Sad Tale of the Apathy Party
After careful consideration, you decide that the best possible lifestyle is

one of apathy. You dream of a nation of couch potatoes, each constantly

slumped over watching low-quality television programs. To make your

dream a reality, you inaugurate the Apathy Party, dedicated to encour­

aging indifference throughout the land.

Pre-election polls indicate that you have struck a chord. Fully 40% of

citizens tell pollsters that they support your policies. An election victory

seems within reach.

On election day, you are shocked to find that not a single citizen cast a

vote for your party. It seems that all of your supporters stayed home,

watching television.

Pollsters have to be especially careful when conducting surveys about

controversial questions or illegal activities, like drug use. For example, a
recent survey reported that 14.1 % of respondents had used ca-nnabis

within the previous 12 months-nearly double the 1994 figure of 7.4%.
Did this represent a true increase in cannabis use or were respondents
simply less afraid to admit their (illegal) use in 2004 than they had been
in 1994? Based on the survey data alone, there is no way to know.

One method of handling this problem is to conduct a poll with a ran­

domized response. For example, pollsters ask each survey respondent to
first roll a die (in secret). If the die shows 6, they should simply say Yesto
the next question. Otherwise, they should truthfully answer Yes or No.
This way, respondents are less afraid to respond truthfully: even if they
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say Yes, pollsters will never know if they actually used cannabis, or if
they were a non-user who just happened to roll 6.

How can pollsters make use of such a survey? Byusing probability the­
ory! Suppose 12,000 people were interviewed, and were each asked to
first roll a die and then respond as above. Suppose 3,800 of them replied
Yes, and the rest replied No. Now, on average about one out of six peo­
ple (2,000 people) will roll a 6, and will answer Yes. Subtracting them
from the survey results, we are left with about 10,000 people who truth­
fully answered the question, of whom about 1,800 responded Yes. This
result would indicate that about 18% of the respondents actually used
cannabis within the past year. And this estimate (18%) would probably

be quite accurate, since the randomized-response design allows people to
answer honestly.

Finally, there are times when confusion results simply from how a poll
is designed and interpreted, even if the results themselves are completely
valid. For example, it was widely reported that in exit polls conducted
during the 2004 U.S. presidential election, when voters were asked about
the most important issue affecting their vote, more chose "moral values"
than any other option. Critics of the eventual winner, George W. Bush,
argued that this proved that Bush's supporters were all extremist Christ­
ian conservatives. Conservatives argued that the poll result indicated a

fundamental shift of American public opinion towards a more religious
and pious perspective. But a closer examination revealed that just 22 %

of respondents had selected "moral values." Furthermore, this phrase
may have meant different things to different people, while the six other
choices offered by the survey (things like "Iraq" and "terrorism" and
"health care") were more specific. In fact, "terrorism" was chosen by
19% of voters, and "Iraq" by 15%, for a total of 34%. So, if the poll

design had combined these two issues into a single category ("security"
or "foreign policy"), the poll might have concluded instead that "secu­
rity" was voters' number one concern-quite a different conclusion and
probably a more accurate one.
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Poll Bias

The single biggest potential problem with polls is bias.
We are all familiar with people who draw conclusions about "what

everybody thinks" from asking a "sample" of people who are all close
friends. From the Probability Perspective, we would say that their
polling sample was biased: just because their friends agree with them

doesn't mean everybody else does, too.
Similarly, people have a tendency to notice only those facts or argu­

ments that support their position and to ignore those that don't. For
example, a friend of mine who believes much more than I do in inherent
behavioural differences between boys and girls noted that her young son
enjoyed playing with toy trucks, which "proved" his innate masculine
nature. Her son also really likes flowers, but my friend dismissed this
interest as an insignificant and irrelevant aberration, thus reinforcing her

belief in traditional gender stereotypes.
Advertisements are rife with examples of polling bias. For example,

numerous television commercials advertise various exercise or diet plans
to assist with weight loss. These commercials invariably include testimo­

nials from satisfied customers who rave about how many pounds or
dress sizes or inches they have lost using this product. The problem is

that these customers have been selected by the company. There may well
be many customers who did not lose weight (or even gained weight)
using their product, but you won't see them on television. The testimoni­
als shown form a biased sample and carry no statistical weight (as

opposed to body weight) at all.
For similar reasons, we should never trust any poll conducted directly

by a commercial enterprise or political party that has a stake in the

results. Not only can selective reporting and biased sampling affect the
results, but so can the phrasing of a question or tone of voice in which it is
asked. Consider these two questions: "Do you agree that overbloated
governments should reduce tax rates for our hard-working private sector,
to allow it to be more efficient and to create more jobs, thus benefiting
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everyone?" and "Do you agree that wealthy multinational corporations
should be allowed to keep even more of their huge profits, while con­
tributing even less to society's basic needs such as health care, education,
and public transit?" These two questions ask essentially the same thing,

but they are likely to get very different answers.
It is fine for corporations or politicians or even eccentric individuals to

commission and fund polls. However, the polling itself should always be
done by an independent, professional, experienced polling company.
Only if its operators can ensure that the poll subjects are chosen ran­
domly from the population as a whole, without any bias or favouritism,
can a poll's results be considered valid.

The Aging Skater

As a child, you always enjoyed the ice-skating outings organized at your

school. You and your classmates crowded onto yellow buses and were

driven to the local skating rink, where you zipped around the ice. You

were never one of the best skaters, but you were certainly above average,

and you always had'a good time.

Now, years later, you see a sign for a weekly "Adult Skate" at a down­

town rink. For old times' sake, you buy a pair of second-hand skates,

and glide out onto the ice. Your new skates work fine, the old moves

come back to you, and you're feeling pretty good.

But then you look around the rink and are shocked to see blistering

speed, graceful turns, backwards manoeuvres, and even leaps and twirls,

from most ofthe other skaters. Of the 100 or so skaters out on the ice,

you are without doubt one of the worst.

How can this be? Has your skating really worsened that much? You

don't think so. But if not, how could you have gone from being an

above-average skater to one of the worst? What happened to all those

kids who skated so much more poorly than you did?

And then it hits you: you are a victim of sampling bias. The only

people who attend Adult Skate hour on a regular basis are the people
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who enjoy and excel at skating. And what about all those other people,

the ones who couldn't skate very well as children? They rarely go skat­

ing anymore, so few of them are here today to make you look good by

comparison.

We see that bias is a real problem with the sort of informal "polls" that
we all conduct, implicitly, on a daily basis. But what about official, for­
mal polls conducted by reputable polling companies? Aren't they careful
enough to avoid bias in their polls?

Usually the answer is yes. Professional polling companies, with
many years of experience, do indeed avoid injecting bias into their
polls. That is why their predictions are usually very close to the actual
results on election day. However, in certain cases, other forms of bias
can enter.

For example, when a conservative government was elected in Ontario
in 1995, it instituted an aggressive welfare-reform plan which, among
other things, reduced welfare benefits by 21.6% and made the conditions

to qualify for welfare more stringent. The government claimed these
changes would encourage recipients to end their dependency and find
jobs; critics claimed they would cause misery and hardship for society's
neediest members. In fact, the number of people on welfare quickly
decreased, but there was widespread disagreement about why this
occurred, or what had become of the former welfare recipients.

In response, the government commissioned a poll. In October 1996, a
private polling company telephoned people who had gone off welfare in
May of that year. The company reported that 62 % of these people listed
a new job as their reason for no longer collecting welfare. "The vast
majority are leaving the system for employment-related reasons,"
declared the minister of social services proudly.

But there was a problem. The polling company had attempted to con­
tact all 16,219 people who had gone off welfare in May 1996, but had
managed to track down only 2,100 of them. What happened to the other
14,119? Presumably many of them had been forced to move, or no
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longer had a phone, or were otherwise uncontactable. In short, the 2,100
respondents constituted a biased sample. It was likely that most of the

14,119 uncontacted people, in addition to 38% of the contacted people,
had not found a job and were worse off than ever. However, it took sev­
eral days of public debate-and a careful consideration of sampling
bias-before this conclusion was clearly articulated.

Election-Night Jitters

A different form of bias can occur on election night. Often it takes sev­

eral hours for all the ballots to be counted and reported, and the results
come in to media centres in dribs and drabs. You might think that this is
an unbiased way of getting information-after all, the election workers
themselves are scrupulously neutral, and they are all trying to report the
results as quickly as they can. If the delays don't have any relation to how

people voted, they shouldn't affect how the results are reported. How­
ever, sometimes there is a connection between the votes and the delays.

The most spectacular example is the night of the Quebec sovereignty
referendum of 1995. Much was at stake, the result was very close, and

millions of Canadians were glued to their television sets that evening.
The referendum voting was scheduled to end at 8:00 P.M., and by 8:30
results started trickling in. Early returns showed the Yes side in the lead.

As more results came in, the Yes side continued to lead slightly. Even a
couple of hours later, with the majority of the votes counted, the Yes side
still had just over 50% of the votes cast. It wasn't until nearly 11:00 P.M.

that the No side inched ahead, and almost 11:30 until the main national
television network, the CBC, officially declared the No side the winner.

How could this be? How could the Yes side be in the lead with over
half of the votes counted and yet go on to lose? If a poll of just 1,000 cit­
izens is considered accurate, then shouldn't a sample of over half of the
voters be even more so?

Part of the answer, of course, is that the vote was so close that any lit­
tle change in the count could affect which side was ahead. But a more
fundamental answer is that the delay in counting the votes was not
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purely random. Indeed, the biggest delays happened in the Montreal
urban area. So, by around 10 P.M., most of the votes outside of
Montreal had been counted, while a, significant number of the votes
within Montreal had not. Furthermore, Montreal, with its large non­

francophone population and more global outlook, is home to a major­
ity of No supporters. So, the partial vote count at 10 o'clock was a
biased sample; it counted too many non-Montreal Yes votes compared
with not enough Montreal No votes. This bias was just enough so that,
even though overall a majority of Quebecers voted No, a majority of the
votes counted by 10 o'clock were Yes. Such are the perils of biased sam­

pling, even on election night.
Another interesting example was the reporting of the Florida results in

the U.S. presidential election of 2000. These results are now remembered
for protracted post-election arguments about butterfly ballots, hanging
chads, manual recounts, partisan election officials, and Supreme Court
decisions. But even before that debacle, the Florida results provided
additional confusion. At approximately 10 o'clock EST on election
night, most television networks predicted that Al Gore would handily
carry Florida, and several networks even announced that Gore would
therefore win the entire presidential election. They were forced to retract
their predictions about an hour later, as the Florida results suddenly
became "too close to call," which turned out to be an understatement.

What happened? The networks had forgotten about time zones. The
majority of the state of Florida is in the Eastern time zone. However, the
northwest tip of Florida (the Panhandle) is in the Central time zone.
Since polls closed at 8 P.M. local time everywhere in the state, this meant

that vote counting from the Panhandle began an hour later. And since
Panhandle voters tend to vote mostly Republican, the networks underes­

timated Republican votes in Florida, and incorrectly predicted a solid
Gore victory there. Indeed, the networks were lucky that the Florida
results later became controversial due to the extreme closeness of the
final tally; otherwise their error would have been more heavily criticized.
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Dubya versus Kerry

The 2004 U.S. presidential election that pitted George W Bush against
JohnKerry also provides insights into various polling issues.

Interest in this election was extremely high, due to its expected close­
ness, and also to the polarization that Bush's first term as president had
provoked (most people either loved him or hated him). Numerous pre­
election polls were conducted. In the weeks before November 2, two

firms ran polls every single day, and virtually every polling company and
media outlet sponsored at least one poll.

The results of these pre-election polls were all found to be so close as to
be "within the margin of error." Virtually every commentator simply
declared that the race was "too close to call." One company, Rasmussen
Reports, surveyed between 500 and 1,000 American citizens each day
for many months, and even they determined that either candidate could
win the election, since so many states were considered to be "toss ups."
Knowing that an election will be very close is important information. It
inspires party volunteers to campaign tirelessly, citizens to cast their bal­
lots, and candidates to pay close attention to voters' opinions. Unfortu­
nately, it doesn't help with election polls' primary function, which is to
figure out who will win.

Despite the predicted closeness, the vast majority of pre-election polls
showed Bush in the lead, ever so slightly, by just a few percentage
points. Everyone of those polls was closer than the margin of error, and

thus a "statistical dead heat." However, it was possible to combine all
of these different poll results together, to effectively create one single
much larger poll.

How does this help? Well, as we will see in the next chapter, a much
larger poll corresponds to a much smaller margin of error. If a whole
bunch of polls all show Bush slightly ahead, then this is much more con­
vincing than if just a single poll shows the same thing. So, several days
before the election, it seemed clear (to me, anyway) that the polls, when
combined together, were predicting a narrow Bush victory. Although
nearly everyone else was declaring the election "too close to call," I
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believed that, barring any major and unexpected last-minute opinion
shifts, Bush would win by a few percentage points.

While most pre-election polls were pretty consistent (showing Bush
ahead by a few percentage points), there were a few that weren't. In par­
ticular, one poll by Time magazine, and another by Newsweek, showed
Bush ahead by a full 10%. Scott Rasmussen, who was himself conduct­
ing daily tracking polls, analyzed the difference and concluded that the
magazines had sampled too high a fraction of registered Republicans.
That is, those two polls had a sampling bias towards the Republican
Party. When this bias was accounted for, the conclusions were similar to

the other polls: Bush ahead by a few percentage points.
Further excitement came on election night. Going in, it was a virtual

certainty that if Bush won Florida and Ohio, he would win the election.
On the other hand, the voter turnout was higher than expected, which
some thought would favour Kerry. Also, exit polls (where a sample of

voters are asked how they voted, right after they leave the polling booth)
seemed to show Kerry slightly ahead in Ohio, and tied in Florida. Could

he pull off a last-minute upset?
When the actual vote-counting began, Bush quickly developed a lead

of between 4% and 5% in both Florida and Ohio, contradicting the
exit polls. Were the exit polls wrong, and Bush would win these states
and the election? Or, was this a situation like the vote-counting during
the Quebec referendum, where certain Republican-dominated regions
were counting their ballots more quickly than everybody else and blur­

ring the result?
The network analysts provided little assistance with this question.

Even after 75% of the Florida vote had been counted, with Bush still up

by about 52 % to 47%, Jeff Greenfield of CNN declared that conclusions
were premature because "we don't know where those votes are coming
from." That was rather an odd statement, since a live, county-by-county
breakdown of the Florida votes was publicly available on CNN's own
Web site. Examining those counts, I saw that the vote-counting was pro­
ceeding fairly evenly: some counties were done counting, and others
were only about halfway through, but there was no clear pattern of pro-
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Bush regions finishing their counting faster, or pro-Kerry regions finish­
ing their counting more slowly. There was no reason to think the result
would change much with the later vote-counting. Within an hour and a
half of the Florida polls closing, I knew that Bush had won Florida.

The case of Ohio was more interesting. Early vote-counting there also
showed Bush ahead by about 52% to 47%. However, due to large voter
turnout-and, one suspects, inadequate election infrastructure-many
Ohio voters had to wait in line for four hours or more, and vote-counting

was proceeding very slowly there. Several hours after the polls closed,
still only about one third of the votes had been counted. Would Bush's
lead hold up? A closer examination of the numbers (again from the CNN
Web site) showed that one particular Ohio county, Cuyahoga (Cleveland
and surroundings), was of particular interest. It contained a huge num­
ber of voters (well over half a million, compared with just 20,000 in
many other Ohio counties). Furthermore, its votes were going to Kerry

by a two-to-one margin, and less than half of its votes had been counted.
Kerry would surely gain votes as the rest of Cuyahoga's results came in.
However, a quick calculation convinced me that Kerry's Cuyahoga County
gain would amount to less than half of what he needed to overcome
Bush's lead.

So, by 10 P.M. Eastern time, I was sure (though not pleased) that Bush
would win both Florida and Ohio, and thus the election. Meanwhile,
most of the television networks, spooked by their erroneous predictions
four years earlier, didn't come to any conclusions about Florida until
very late that night, nor about Ohio until late the next morning.

What was the final result? Bush won the popular vote by about 51.1 %
to 48.0%, very close to the average of the pre-election polls. He won
Florida by 52.1 % to 47.1 %, just as the early counting had indicated.

And he won Ohio by 51.0% to 48.5%, a somewhat smaller margin than
in the early vote-counting (due to Cuyahoga) but still a clear victory. In
short, despite the network's caution, the election result really showed
very few surprises given the pre-election polls and initial vote-counts.

The only remaining puzzle is those exit polls. The old Voter News
Service had been dissolved in favour of a new National Election Pool,
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supported by six leading media outlets (ABC, CBS, NBC, CNN, Fox
News, and Associated Press). They conducted extensive exit polls, using
all the latest techniques. Why did these exit polls show a lead for Kerry in
Ohio, and such a close race in Florida?

Well, not all voters are willing to talk to pollsters after casting their
ballots; some are too busy, or in too much of a hurry, or prefer to keep
their votes private. Apparently, in the 2004 presidential election, Kerry
supporters-angry at Bush and proud of it-were more willing to talk to
pollsters than Bush supporters were. So, the exit polls (unlike the other
pre-election polls) showed a higher percentage of support for Kerry than
he really had: in short, the exit polls were biased.

Polls are extremely important and influential, but they must be inter­
preted properly. Biased or misleading polls are worse than useless. Even
high-quality polls cannot predict the future, nor completely overcome
dishonest responses. But at least they can give us a snapshot of current
opinions and a hint of what might lie ahead.
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Nineteen Times
Out of Twenty

Margins of Error

In the previous chapter, we saw that polls have many limitations. They
do provide a useful snapshot, and even allow for communication and
collaboration among citizens. On the other hand, they cannot account
for future changes. They can be biased if they are not performed prop­

erly, or if certain types of respondents participate at lower rates. They are
vulnerable to misleading responses, or to certain categories of citizens
voting in higher or lower proportions. Indeed, all that a poll's reported
"margin of error" really measures is how far off the poll's results are
likely to be from the result that they would have gotten if they surveyed
the entire population instead of merely a sample.

Even so, this margin of error is still an important quantity. If only a few
people are surveyed, the results will not be very useful no matter how
professionally the poll is conducted. The more people that are surveyed,
the more likely it is that the results will be close to the responses of the
population as a whole. But how likely? How close? How is a margin of
error such as "accurate within 1.4 percentage points, 19 times out of 20"
actually calculated?
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Figure11.1 Probabilitiesfor Percentage of HeadsWhenFlipping Two Coins
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NINETEEN TIMES OUT OF TWENTY

Figure 11.2 Probabilities for Percentage of HeadsWhen Flipping 10 Coins

What Figure 11.2 shows is that, when flipping 10 coins, you are most
likely to get 50% heads, but you're also fairly likely to get 40% or 60%

heads, and somewhat likely to get 30% or 70% heads. On the other
hand, you are very unlikely to get 0% or 10% or 90% or 100% heads.

So how do we convert these results into a margin of error? We have to
combine the probabilities for various possible outcomes, to get a total
probability of at least 95%, or "19 times out of 20." Indeed, if we add up
the probabilities of getting 20% heads or 30% heads or 40% heads or
50% heads or 60% heads or 70% heads or 80% heads, we get a total
probability of 97.9%, which is above 95%. Thus, combining all these
probabilities together gives us a range of heads percentages that will
occur at least 19 times out of 20:

On the other hand, if you flip 10 coins, there is less than one chance in
1,000 that you will get 100% heads, and similarly less than one chance in
1,000 that you will get 0% heads. In fact, the probability of getting
exactly 50% heads is 25%, while the probability of getting either 40%
or 60% heads is 21% each. We can plot all of these probabilities on

another graph:
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Flipping Coins

From a probability perspective, surveying citizens is similar to counting
the number of heads when flipping coins. The main difference is that with
coins we know in advance that heads has a probability of 50%, but with

polls we don't know in advance what fraction of citizens support a partic­
ular position. Indeed, that is the difference in a nutshell between proba­
bilitytheory and statistical inference: in probability theory we know the

individual probabilities in advance, while in statistical inference we don't.
So, to understand margins of error, imagine flipping coins, without

knowing in advance that the probability of heads is 50%. Suppose you
flip many coins. How close will the fraction of heads that you observe be
to the true probability of heads, which is 50%?

Ifyou flip just one coin, it will either be heads or tails. Thus, your frac­
tion of heads will either be 100%. or 0%, neither of which is close to the
figure of 50%.

If you flip two coins, then the probability is 25% that you will get
100% heads, and 50% that you will get 50% heads (one heads out of
two flips), and 25% that you will get 0% heads (both flips will come up
tails). We can plot these probabilities on a graph as shown in Figure 11.1.

Again, this is not a very reliable way of getting close to the true answer of
50%.
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Figure 11.4 95% Range for Percentage of Heads When Flipping 100 Coins

NINETEEN TIMES OUT OF TWENTY

Figure 11.5 TheBell Curve
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That is, when you flip 100 coins, you will get between 40% and 60%
heads, 19 times out of 20. (If you don't believeme, try it.) Thus, the margin
of error is now 10%, much smaller than the 30% margin of error we had

earlier. So, if you poll 100 citizens, your margin of error will be 10%; that
is, 19 times out of 20, you will be within 10% of the true level of support.

Using the Bell Curve

What if you flip 1,000 coins? Or 10,000 coins? Do you need to keep
graphing the results and adding up probabilities each time?

Fortunately, no. We can use the old mathematical trick of finding a
pattern. Way back in 1733, a French Huguenot named Abraham de
Moivre was the first to notice that the shapes of these graphs get closer
and closer to what we now call the bell curve.
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Suppose you flip 10 coins as an experiment, and you repeat this exper­
iment 20 times. What will happen? You will get between 20% and 80%
heads, approximately 19 times out of 20. That is, 19 times out of 20 you

will be within 30% of the true (50%) probability of heads. Thus, flipping
10 coins has a margin of error of 30%.

We can translate our understanding about flipping coins into an
understanding of polls. If you poll 10 citizens, your margin of error will
be 30%, just as it is for coins. That is, 19 times out of 20, the percentage
of those polled who support your candidate will be within 30% of your
candidate's true support among the whole population. To put it another
way, your 10-person poll results will be accurate to within 30%,19 times
out of20.

Now, a 30% margin of error is much too large. You might think your
candidate has 65% support, when she really has just 35% support, a
huge discrepancy. To improve matters, you have to survey more people
(or flip more coins). Indeed, the Law of Large Numbers tells us that the
more coins you flip, the more likely it is thanhe percentage of heads will

be close to 50%.
If you flip 100 coins and compute a 95% range as before, the resulting

graph looks like Figure 11.4.

Figure 11.3 95% Range for Percentage of Heads When Flipping 10 Coins
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SoWhat About Those Polls?
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Since 196% divided by 2 equals 98%, this provides a simple
you flip lots of coins, your margin of error is equal to 98 % Qlv'trl,.,lL.c.

square root of the number of coins flipped. That is, 19 times
your fraction of heads will differ from the true probability of
more than 98% divided by the square root of the number of

flipped.
For example, suppose you flip 100 coins. The square root of 100 is

(since 10 times 10 equals 100), and 98% divided by 10 is equal to 9.8%.
So, if you flip 100 coins, your margin of error will be approximately
9.8%. This is very close to the 10% margin of error we found earlier.

Suppose now that you flip 1,000 coins. If we calculate 98% divided
by the square root of 1,000 using a calculator, we find that it is equal to
3.099032%, or about 3.1 %. So, if you flip 1,000 coins, your margin of
error will be about 3.1 %. This means that if you flip 1,000 coins, 95%
of the time, or 19 times out of 20, you will get between 46.9% and

53.1 % heads.

NINETEEN TIMES OUT OF TWENTY

We now have a simple rule for margin of error when flipping coins:

divide 98% by the square root of the number of coins flipped. Fortu­
nately, the same formula works for polls. That is, to determine a margin
of error for a poll, you can simply take 98% and divide it by the square
root of the number of people surveyed. It really is that simple.

Now, four polls were described at the beginning of the previous
chapter. How do their asserted margins of error mesh with this new­

found formula?
The Spanish poll surveyed 24,000 citizens and claimed a margin of

error of 0.64%. If we compute 98% divided by the square root of
24,000, we obtain the figure 0.6325873%, which rounds up to 0.64%.

The Canadian poll surveyed 5,254 citizens, and asserted a margin of
error of 1.4%. Indeed, 98% divided by the square root of 5,254 equals
1.352%, which rounds up to 1.4%.

The Australian poll surveyed 1,397 citizens, and claimed a margin of
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Figure 11.6 95% Margin of Error for the Standard-Sized Bell Curve

This convergence to the bell curve is called the central limit theorem. It
was later studied in more detail by the French mathematician Pierre­
Simon Laplace and the great German mathematician Johann Carl
Friedrich Gauss. They showed that the bell curve-also called the normal
(or Gaussian) distribution-arises from many different probability exper­
iments, not just flipping coins. (And the approximation gets more accu­
rate the more coins you flip. Ifyou flip 100 coins, the results look a lot like
the bell curve, but if you flip just 10 coins they don't look so close.)

Using this bell curve, it is a simple matter to determine a formula for
the margin of error when flipping many coins. All we must do is measure
an area under the bell curve that equals a total of 95% of probability.
(The modern way to do such measuring is by performing numerical inte­
gration on a high-speed computer, but it can also be done with a ruler
and pencil if you are careful and patient.) For a "standard-sized" bell
curve, the 95% region is between -196% and +196%:

The probabilities when you flip lots of coins are just like the standard­
sized bell curve, except narrower by a factor of two times the square root
of the number of coins, corresponding to the "standard deviation."
What this means is that when you flip lots of coins, the margin of error is
just like that for a standard-sized bell curve, except divided by two times
the square root of the number of coins.
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error of plus or minus 2.6 percentage points. And indeed, 98% divided
by the square root of 1,397 is 2.622 %, very close to 2.6%.

The U.S. poll surveyed 1,212 citizens, and asserted a margin of error of
plus or minus 2.9 percentage points. And indeed, 98% divided by the
square root of 1,212 is 2.815%, which they kindly rounded up to 2.9%.

So there you have it. All those fancy claims about margins of error and
accuracy 19 times out of 20 amount to just dividing 98% by the square
root of the number of people surveyed. Now that you know this, you can
compute margins of error of polls all by yourself. (Sometimes polling
companies will use more sophisticated analyses, to derive somewhat
smaller margins of error. This is especially relevant when a proposition
or party has support very close to 0% or to 100%. But most of the time,
companies simply divide 98% by the square root of the number of peo­
ple surveyed, just as you can do yourself.)

To obtain an accuracy level (or "confidence level") of 99 times out of
100, instead of just 19 times out of 20, you need a slightly larger area
under the bell curve. Specifically, you have to replace 98% with 129%,

so now you divide 129% by the square root of the number of people sur­
veyed. With 1,397 people surveyed (as in the Australian poll), this 99%­
confident margin of error works out to 3.5% (instead of 2.6%). So, in
that Australian poll, in addition to saying that their results are "accurate
within 2.6 percentage points, 19 times out of 20," they could also claim

that their results are "accurate within 3.5 percentage points, 99 times out
of 100." Both of these are true statements.

If you survey more people, the margin of error gets smaller. Indeed, as
you survey more and more people (or flip more and more coins), the ran­
domness in your sample tends to cancel out, so the uncertainty is
reduced. In colloquial terms, the more people you ask, the more you
know. That is just common sense. But with our new formula for margin
of error, we can quantify this truism in precise mathematical terms.

On the other hand, the poll's margin of error is different from its accu­
racy. Since those four elections have all passed, we can now judge each of
the four polls on the basis of how closely they predicted the results.

The Australian poll was very accurate. They predicted the incumbent
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prime minister to lead the opposition by 52% to 48%, which

extremely close to the final result of 52.8% to 47.2%. No argument
there.

The U.S. poll also did well. It predicted George W. Bush with a lead of
47% to 45% over John Kerry. In the actual election, Bush won the pop­
ular vote by about 51.1 % to 48.0%. This indicates that votes for other
candidates (besides Bush and Kerry) mostly collapsed, and were signifi­
cantly less than predicted. But on the important matter, namely the rela­
tive strength of Bush versus Kerry, the poll provided a very accurate
election forecast.

The Canadian poll, on the other hand, predicted 32.6% support for
the Liberals, 31.8% for the Conservatives, and 19.0% for the NDP. The
actual election result was Liberals 36.7%, Conservatives 29.6%, and

NDP 15.7% (with the rest of the votes going to other parties). So the
poll's predictions were rather poor, and indeed outside their margin of
error. As discussed earlier, a last-minute shift of voter intentions was to
blame for this. Polls still have their limitations, even after the margins of
error are carefully computed.

Finally, the Spanish poll was the least accurate of all. It had predicted
42.2% of the vote for the governing Popular Party, and 35.5% for the
opposition Socialist Party. The final result was almost exactly the oppo­
site: 43.27% for the Socialist Party and 37.81 % for the Popular Party.
These results indicate the last-minute shift in public opinion caused by

the terrorist train bombings just before the election, and by the perceived
inadequacy of the governing party's response. Once again, actual events
and changing opinions proved too much for the polling companies, mar­
gins of error notwithstanding.

How Close Is Close?

Margins of error also provide a new perspective on the closeness of
elections.

Some elections are a landslide, but many elections are fairly close. For

example, in both the Australian and American elections of 2004, the
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margin of victory was just a few percentage points-close enough that,
even on election day, the outcome was still somewhat in doubt (making
the election returns worth watching). On the other hand, every once in a
while there is a vote that is so close that it defies our every expectation.
Two examples leap to mind: The 1995 Quebec sovereignty referendum
and the 2000 U.S. presidential election.

When the vote-counting for the 1995 referendum was finally done,
there were 2,308,360 Yes votes, and 2,362,648 No votes (plus 85,501
spoiled ballots). Of the valid ballots, the vote was 49.42% Yes versus
50.58% No. The difference was 54,288 votes, few enough people to fit
comfortably into a football stadium. Clearly, this was a close vote. But
how close? Compared with what? One mode of comparison is to pretend
that every voting Quebecer simply flipped a coin and voted Yes if the
coin was heads, No if it was tails. If they had done so, how close would
the vote have been?

This is a question we know how to answer. If each of those 4,671,008
valid votes was instead decided by flipping a coin, then on average there
would be 50% heads. However, the margin of error would be equal to
98% divided by the square root of 4,671,008, or 0.045% (equivalent to
just 2,102 votes). This means that, 19 times out of 20, the winning side
would have gotten less than 50.045% of the vote. In fact, the winning
(No) side got 50.58%, which is significantly more. So, although this

Quebec referendum result was extremely close, it was still far less close
than the "margin of error" from a true 50-50 vote. Had Quebecers
voted by flipping a coin, the result would have been far closer.

This brings us to the 2000 U.S. presidential election. There, the popu­

lar vote was actually won by Al Gore (although he lost the election itself,
due to the country's Electoral College election system). He received a
total of 50,999,897 votes, compared with 50,456,002 for George W.
Bush. So, of the 101,455,899 votes cast for either candidate (ignoring
votes for other candidates), Gore received 50.27% of the vote compared
with just 49.73 % for Bush. This is very close, but again outside the cor­
responding margin of error (which would be 98% divided by the square
root of 101,455,899, or 0.0097%, corresponding toa victory of just
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50.0097% to 49.9903%). So, in terms of popular vote alone, Gore was

the undisputed winner.
However, the real interest in this election was the Florida count.

Whichever candidate won the most votes in this state would obtain
enough Electoral College votes to win the election and the presidency
(regardless of the nationwide popular vote). The declared final Florida
vote tally (after much controversy about recounts and hanging chads
and butterfly ballots and Supreme Court decisions and so on) was
2,912,790 votes for George W. Bush and 2,912,253 votes for Al Gore,
for a difference of just 537 votes. Of the 5,825,043 votes cast for either
candidate (again ignoring votes for other candidates), this corresponds
to 50.0046% of the vote for Bush, and 49.9954% of the vote for Gore.
Even accepting this count as accurate (which it may not have been), it is

exceptionally close. Just how close?
Suppose each Florida voter had instead flipped a coin and voted for

Bush if it was heads, or Gore if it was tails. In this case, the margin of
error would have been 98% divided by the square root of 5,825,043, or
0.04%. Thus, 19 times out of 20, such a coin-flipping vote would pro­
duce a result of 50.04% to 49.96% or closer, corresponding to a differ­
ence of 4,730 votes. Such a result would indeed be very close. However,

the actual result was nearly nine times closer.
So, the Florida returns were far closer-about nine times closer-than

we could ever expect them to be, even for an equally divided electorate,
even if each voter was simply flipping a coin. The result was simply outside

the norm of even an exceptionally close election.
In the days before the 2004 U.S. election, there was much discussion of

whether the result would be as close, and as confusing, as that of 2000.
However, I doubted that it would be. No matter how closely divided the
electorate is, the margin of error alone is simply too large to produce

such a narrow victory with any regularity.
On the other hand, out of all of the different U.S. election contests for

senators, representatives, governors, and so on in all 50 states, it was still
likely that some other race, somewhere, would be extremely close.
Indeed, the 2004 election for governor of the state of Washington had,
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after three recounts, a margin of victory for Democrat Christine Gregoire

over Republican Dina Rossi of 1,373,361 votes to 1,373,232-a 129­

vote difference, less than one twenty-fifth as large as the 3,248-vote dif­

ference corresponding to the margin of error. With so many different

electoral races to choose from, there will always be a surprise somewhere

or other.

Errors and uncertainty are with us on a daily basis. Often we cannot

compute the margin of error with a formula as precise as "98% divided

by the square root of the number of respondents," but a general under­

standing of the meaning of "margin of error" can still be very helpful.

An Uncertain Day
You drag yourself out of bed and get ready for work. The bus is sup­

posed to pass by at 8:15 A.M., but last week it was 10 minutes late on

Monday and Thursday, and 10 minutes early on Tuesday and Friday.

The bus schedule clearly has a large margin of error. To be on the safe

side, you go to the bus stop at 8 o'clock.

At work, you get a memo from your boss saying that she will come to

your office at 10:30 to pick up your accounting report. Your boss is very

punctual, so the margin of error for her arrival time is virtually zero. You

finish your report at 10:29, and have it waiting for her upon her arrival

at precisely 10:30.

At noon you go to lunch with a few colleagues, although you have to

be back in the office for a meeting at 1 o'clock. You consider going to

Billy's Deli, which usually has very quick service. However, a few times

Billy has been backed up, and it has taken half an hour or more to get

served. Clearly Billy has a large margin of error. Instead, you eat at

Clare's Coffee Shop, where every order gets filled in exactly 10 minutes,

with hardly any margin of error at all.

In the afternoon, you have to reformat your report according to your

boss's instructions. With some careful thought, you figure out just how

this should be done. You consider asking your assistant to carry out your

plan. However, whileshe sometimes follows your instructions precisely,
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she sometimes gets overly "creative" and does a poor job; her margin of

error is too high. You decide to do the reformatting yourself.

That evening, safely home again, you open your refrigerator, You

reach for a carton of milk, but see that it is two days past its expiration

date. Since milk only lasts for a few weeks anyway, there isn't too much

margin of error there. You decide to play it safe, and pour the milk down
the drain.

Instead, you reach for some orange juice, and see that it is also two

days past its expiration date. On the other hand, most juice lasts for sev­

eral months, so its expiration date has quite a large margin of error. Two

days before or two days after probably amounts to the same thing. You

decide to drink the juice, and it is fine.

Finally it is time for bed. Your neighbours aren't making any noise at

the moment. But sometimes in the middle of the night, they come back

from a party and have a loud conversation, or they watch a late-night

movie with the volume turned up, or their baby cries like an opera

singer. Usually not, but the margin of error is just too great. You care­

fully switch on a fan, to drown out any potential noise and allow you a
good night's sleep.

Margins of error provide a fresh perspective on life's uncertainty, and

give us a measure of the reliability of what we observe. Often we are hop­

ing to minimize the margin of error by taking more samples or observing

more carefully. But we will see in the next chapter that uncertainty can
sometimes benefit us, too.
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Randomness to the Rescue

When Uncertainty Is Your Friend

In the movie The Sting, a friend worries that the Robert Redford charac­
ter, Johnny Hooker, will be the mob's next murder victim. Attempting to
prevent this horrible fate, the friend advises Hooker to avoid locations
where the mob might find him. He wants Hooker to go somewhere so
unexpected, so unpredictable, that even the mobsters, with all their hit
men and weapons and connections, will be stumped. He says, "Don't go
home tonight. Don't go to your usual bar. Don't go anyplace you normally
go." He might have added, "Go someplace random."

We are all familiar with the notion of doing something unexpected (or
random), to fool someone or to win a game or to entertain. Random­
ness brings much misfortune and misery, and we often consider it some­
thing to fear or avoid. But randomness can be very helpful, too. We
make use of it every time we park our car illegally, "just for a minute,"
since it is unlikely that a police officer will happen by just then. And it's
in the back of our minds every time we make backup copies of a com­
puter file, since it is improbable that two or three different disk drives
will all fail at once (and the more backups, the less likely that they will
all fail). In many ways randomness is the enemy but, in other respects,
randomness is our friend.
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Randomness and Individuality

I just rolled an ordinary six-sided die 50 times in a row and obtained the

following sequence of numbers:

34663463621632143466334452434226433642631152454334

Are you impressed? Probably not; anyone can roll a die 50 times. But per­
haps you should be. You see, I have just created a sequence that no one has
ever created before, and that the CIA couldn't reproduce in a million years!

It's true. In all of human history, there have been about 100 billion peo­
ple. Even if each of them created similar 50-digit sequences, once per
minute, for 100 years each, the odds would still be less than one chance

in a 1 followed by 20 zeros that anyone of them, from Julius Caesar to
my neighbourhood butcher, had ever created my special sequence above.
In other words, it is absolutely inconceivable that this ever happened.
My sequence has never appeared in any computer file, or on any Web

page, or anywhere at all.
Suppose the CIA has a million computers, and they can each produce

a billion sequences a second. It would take them 25 trillion years, work­
ing around the clock, to have even a 1% chance of hitting on my special
sequence. In other words, it will never happen. In two minutes, sitting in
my bedroom with a Monopoly game cast-off die, I have stumped the

entire worldwide resources of the CIA.

All the king's horses
And all the hing's men
Will never produce
That sequence again

What power. The power of randomness. The next time yo~ are sitting
with a die, think of the power in your hand.

The reason for this power is simple: each die can come up six different
ways. So, the total number of possible 50-digit sequences is equal to 6
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multiplied by itself 50 times, which is approximately equal to the num­

ber written as 8 followed by 38 zeros-an incredibly huge number. And

each of those many sequences has the same probability, making it virtu­

ally impossible to guess which sequence has occurred.

There is an old mathematicians' tale (first imagined by the French

mathematician Emile Borel in 1913) about letting a million monkeys

each hit typewriter keys at random until the end of time, and how after

typing loads of garbage they would eventually reproduce all the great

works of literature, purely by chance. This is indeed true, if the monkeys

had an infinite amount of time available to them. But we see just how

impracticable this scheme really is. It would take those monkeys over a

trillion, trillion, trillion, trillion years to have even a 1% chance of typing

the sequence "It was the best of times, it was the worst of times." Human

authors shouldn't drop their pens just yet.
You might wonder, do we really need to apply randomness? Couldn't I

instead have just written down whatever 50 digits came to mind, not

bothering to roll a die at all? Perhaps, but perhaps not. When people just

try to make up a random sequence, they inevitably follow certain pat­

terns. Perhaps they never repeat the same digit twice in a row. Perhaps

they repeat certain digits too often. Perhaps they overuse one particular

digit. Or perhaps they try too hard to use all digits equally. (For example,

my sequence above has thirteen 3's but only four 1's, which is perfectly

normal in a random sequence, but is unlikely in a made-up sequence.) So

if you try to make up a sequence, you might accidentally choose some­

thing that someone else has already chosen. Or that the CIA might guess.

Only randomness can guarantee that your sequence is unique.

A fun way to test for uniqueness is to use an Internet search engine like

Coogle. If you do a Web search for a short random sequence of numbers

or letters, like "axzqy" or "325794," you will doubtless find some Web

pages that have that same sequence, just by chance. But if you search for

a slightly longer sequence, like "axzqytuvb" or "3257948394," you will

probably not get any hits. Out of all of the hundreds of billions of Web

pages indexed by Coogle, not one of them contains your own personal

random sequence. That's individuality.
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And it's not just sequences. Consider all the choices you make in a ran­

dom way every day, from what you eat for breakfast, to which shoes you

wear, to what you say to the subway attendant on your way to work.

Randomness shows us that we all do unique things all the time, and that

even our daily trivialities involve unique choices that no one has ever
made before.

Randomized Strategies

A popular children's game is called "Rock Paper Scissors." On the count

of three, two players each put out one hand either in a fist (Rock), or flat

(Paper), or with two fingers extended (Scissors). The winner is deter­

mined by the principle that Rock smashes Scissors, Scissors cut Paper,

and Paper covers Rock. If both players choose the same option, no one

wins and the game starts again. This game is sometimes used to decide

contested issues, such as who gets to "go first" or who receives the bigger
piece of pie.

Surprisingly, there are some people who take this game quite seriously.

The Rock Paper Scissors International World Championships are held

each year, and an official RPS champion is crowned.

If ever an RPS champion were to challenge me to a match, I would be

appropriately nervous. Surely, with all of his RPS experience, the cham­

pion would excel at all of the psychology and guesswork required to

intuit my next move. He would probably be an expert at discovering his

opponent's patterns, such as always doing Scissors after doing Rock, or

always choosing the option that would have defeated his previous

choice. These are the kinds of patterns that we all (including me) tendto

fall into, and ones that an RPS champion could use to his advantage.

Nevertheless, I could still arrange that, in the long run, I would defeat

the champion as often as he would defeat me. I would do this by making

my choices randomly, to avoid any patterns or predictability. Specifically,

I would roll a die before each selection (the official RPS rules do not pro­

hibit this). I would then choose Rock if the die showed 1 or 2, Paper if the

die showed 3 or 4, and Scissors if the die showed 5 or 6.
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My use of randomness would guarantee that no one could, in any
way, find a pattern or predict my next move (provided the die was
properly balanced and was hidden from my opponent's view). As a
result, I would be guaranteed to win half the time (on average), no mat­
ter how clever or perceptive my opponent was, no matter what strategy
they employed, and no matter how predictable my usual inclinations

might be.
This perfect strategy, which cannot be defeated by any opponent, is

related to the theory of Nash equilibria, which is named for its inventor,

the brilliant but psychologically troubled mathematician John Nash
(played byRussell Crowe in the movie A Beautiful Mind). Nash equilib­
ria are choices of strategies such that no opponent can do anything to

improve their fate. The mathematical subject of game theory proves that
for any game (or other competition) in which each side has a finite num­
ber of choices to make (such as Rock-Paper-Scissors), you can always
find such a Nash equilibrium, and thus prevent your opponents from
outmanoeuvring you. However, you may need randomness (like rolling a
die) to achieve it.

Without randomness, there may be no way to avoid being outsmarted
by an RPS champion. But with randomness, there always is.

Winning theWorld Series
It's the moment you've always dreamed of. The World Series. The sev­

enth game. The bottom of the ninth inning. Two out. Bases loaded. Full

count. Your team is ahead by one run. And you have just been sent in as

a relief pitcher, to save the game for your team.

Thousands of fans cheer wildly as you trot out to the pitcher's mound.

And now it all comes down to this, your next pitch. A strike and you win.

A hit and they win. You stare into the batter's eyes, ready for the confronta­

tion. Your two best pitches are your fastball and your slider. But which to

use? You think long and hard; there won't be any second guesses here.

Meanwhile, the opposing team's dugout is a hive of activity. With all

their computer equipment, mathematical models, and expert analysis,
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they have pulled up every bit of information they know about you. Your

pitching record all the way back to Little League. Your pitching style and

patterns. Your likes and dislikes. Your moods. They feverishly signal to

the batter, sending secret messages you can't decode. Then the batter

gives you a wink. He is anticipating. He knows!

You try to remain calm. You figure that if the batter guesses wrong, he

will almost certainly strike out. However, if the batter guesses right and

anticipates your pitch correctly, you figure he has a good chance of hit­

ting it right out of the park, So now it becomes a guessing game. Can the

opponents outsmart you, or can you outsmart them? Unfortunately, all

your baseball training over the years hasn't left much time for mathe­

matical models or battles of wits.

Don't give up so easily, you tell yourself. Probably they think you will

throw a slider. After all, that's the pitch you used with a full count in the

ninth inning in the game against Cleveland last month. (Or was that the

month before?) Soperhaps you should throw a fastball instead, to fool him.

Or is that what they're expecting you to do? Or perhaps they have deter­

mined that you tend to alternate your pitches, so this time they're expecting

a fastball and you should throw a slider.Or perhaps that's what they think

you will think, so you should trick them by throwing a fastball after all.

It all seems so complicated. The pressure is getting to you. Your knees

feelweak. Your palms start to sweat. You'll never be able to pitch like this!

While drying your hand on your baseball uniform, you feel a small

bump-that Canadian $2 coin your crazy uncle gave you earlier that

day. "Take it to the game," he insisted. "It'll bring you lucie."

Suddenly you get an idea. Why not let the coin make the decision for

you? Yeah, that's an idea! With renewed confidence, you pull out the

coin. "Heads fastball, tails slider," you think. You flip the coin, catch it

against your baseball glove, and peek under your hand (being careful to

hide the coin from the ever-present television cameras). Heads it is.

With renewed confidence, you stand up tall, wind up, and throw a

beautiful fastball right past the surprised batter. Strike three!
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It may seem crazy, or even cowardly, to use a coin toss to determine a
baseball pitch. But in fact, this trick-under the more formal name of
"randomized strategies"-is used all the time. Randomization is used to
decide which manufactured parts to inspect, which employees to moni­
tor, and which citizens to poll, among other things.

In the World Series example above, if you didn't use the coin, then
maybe, just maybe, your opponents (with their sophisticated computer
models and psychology) would have outsmarted you and guessed the
pitch correctly. If so, they would have had a pretty good chance of hitting
a home run and winning the World Series, let's say a 60% chance. So,
while you may be skeptical that their computer models could predict so
well, there is at least the possibility that they could.

On the other hand, with your randomized strategy, there is no way for
your opponents to guess your pitch with confidence, no matter how
clever they are and no matter how much they know about you. Rather,

they will have just a 50% chance of guessing correctly, no matter what.
This means that half the time they will guess correctly, and have a 60%
chance of a hit; while the other half the time they will guess incorrectly,
and always strike out. Thus, overall, they have just half of a 60% chance
of getting a hit and winning the game.

So, with the randomized strategy, you have rendered useless all of your
opponents' knowledge and insight and computer modelling, and given
them just a 30% chance of victory, no matter what strategy they employ.
Using your clever coin flip, you have guaranteed yourself a 70% chance
of victory! Once again, probability saves the day.

Randomness and the Internet

Randomized strategies may be useful in sports, but do they arise in
everyday life? Well, you use one every time you make a purchase over the
Internet.

Computers seem by their very nature to be cold, logical, precise
machines. They respond to precise commands; if you do the same thing
twice, then they will do the same thing twice; if you do something different
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the second time, they will, too. (Of course, computers break down in
seemingly random ways, but that's another story.) So it may come as a
surprise to hear that computers in general, and the Internet in particular,
could not get by without randomness.

Computers often need to make what are called "secure connections"
on the Internet, for example to transmit your credit card number to an
on-line shopping Web site, without allowing computer hackers to inter­
cept your message. They do this through the use of randomly coded
messages.

Nighttime Escape
Tonight's the night: you're going to sneak out after bedtime and go to the

treehouse with your boyfriend. As he is leaving your house, you start dis­

cussing the plans with him. But just then your mother walks in.

This is terrible, you can't finalize the plans with your mother listening.

And yet, without proper planning, you'll never be able to pull this meet­

ing off. What to do?

After a moment's panic, the solution comes to you: a secret code. So,

while uttering banalities about how you will see your boyfriend at school

tomorrow, and what a gentleman he is, you casually hold up all 10 fingers

("Come at 10 o'clock ..."), put one finger to your lips ("... without

making any noise ..."), then move your hands up and down in a straight

line ("... and bring a ladder").

As your boyfriend leaves, you both smile, knowing your plans are all

set. Unfortunately, your mother is also smiling. She has noticed your

hand movements, too, and she is just as smart as your boyfriend. You

watch broken-hearted as she padlocks your bedroom window.

Tricking your mother is hard enough. But what about foiling hackers
when you use your credit card on the Internet? If your signal is inter­
cepted, a computer hacker (or an international electronic spy agency
like Echelon) might receive all the information that you send about your

183



STRUCK BY LIGHTNING

purchase. And, like your mother, they might understand this informa­
tion just as well as the on-line store 'does. How can we get around this

problem?
We need a way to transmit information that the receiver (like your

boyfriend) can understand, but that the interceptor (like your mother)
cannot. Secure computer connections rely on a protocol called "public
key cryptography." This requires each computer to pick a random, secret
key to facilitate the secure communication (for example, 128-bit security
requires the equivalent of flipping 128 coins). The computers then use
the theory of prime numbers to communicate in such a way that, by each
using their own secret key, they can decode each other's messages. A
third-party computer hacker, however, will not be able to break the code,

even if they manage to intercept the entire conversation.
A crucial step in this secure connection is the selection of each com­

puter's random, secret key. One option is for the shopper and the com­
pany to each flip a bunch of coins every time a purchase is made, and
then type into their computers a long sequence of heads and tails. This
would work fine, but it isn't very practical. Instead, your computer
automatically picks a random key for you each time, using its built-in
random-number generator. Such secure connections aren't just used for
credit card numbers. Sophisticated computer users routinely connect to
far-away computers using a "secure shell" to avoid the interception of
passwords and other confidential information, and randomness is

required each time.
The Internet is alive with randomness. Suppose two different people

send you e-mail at precisely the same instant. How does the mail server
computer make sure both messages arrive? It simply tells both e-mail

messages (or, more precisely, all competing ethernet packets) to get lost.
The messages are then assigned random amounts of time to wait before
trying again. Without randomness, the messages might come back at the
same time over and over again, forever after. Randomness is the grease

that allows multiple Internet messages to slide by each other.
Randomness in computers is even more obvious in computer games.

Imagine how boring those games would be if the bad guy always arrived

184

RANDOMNESS TO THE RESCUE

at the same time, the space aliens always moved in the same pattern, and
the virtual basketball player always passed in the same direction. It is the
computer's randomness that makes the games come alive, that gives
them personality, that makes them fun.

In reality, computers are unable to create true randomness. Instead,
they just fake randomness through the use of pseudorandom numbers.
These are sequences of numbers obtained through complicated arith­
metic formulas (usually involving multiplying by large numbers, adding
constants, and taking remainders upon dividing by a large power of 2).
The resulting sequences are not truly random, but they are so mixed up
and unpredictable that they appear to be random for all intents and pur­
poses. The design and study of pseudorandom number generators is a
major area of research, and every generator has certain flaws that make
it not quite truly random, but hopefully good enough for the problem at
hand. In short, computer designers work very hard not to avoid ran­

domness, but to create it.

Mante Carlo Magic

During World War II, the Manhattan Project was set up in secret in Los
Alamos, New Mexico, to work on designing and building the world's first
atomic bomb. One difficult question was how much purified uranium
was required before the bomb would explode. Calculating this critical

mass was crucial to the success of the project. If it was underestimated,
insufficient amounts of uranium would be produced and the bomb
wouldn't work. Overestimating would be even worse: the bomb might go
off prematurely, before detonation time, killing the wrong people in the

wrong place.
The actual mechanics of the atomic-bomb chain reaction-neutrons

causing atoms to split and release energy (according to Einstein's famous
formula, E = me"), while in turn producing more neutrons to continue
the process-are extremely complicated. Even the great Manhattan Project

scientists could not calculate the resulting critical mass theoretically.
Instead, they set up some of the world's first computers, complete with
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punch cards carefully handled by human assistants. These computers
were designed to simulate randomly the chain reaction and the motion of
the neutrons. By repeating these simulations over and over again, the sci­

entists got an increasingly accurate sense of how the neutrons in an
atomic bomb would behave on average,and what fraction would escape.
In the end, the Manhattan Project scientists correctly calculated a critical
mass of about 15 kilograms. Atomic bombs were manufactured based

on this calculation, and they worked just as predicted.
These primitive computer simulations were the world's first use of the

Monte Carlo sampling method, which consists of repeated randomized
simulations to approximate quantities that are too difficult to compute
directly. (The name "Monte Carlo" was suggested the following year by
the Polish mathematician Stanislaw Ulam, in reference to the famous

casino in Monaco.)
The atomic bomb changed the world forever (and not necessarily for

the better). But in its own way, the introduction of Monte Carlo sam­
pling methods changed the world, too. With modern high-speed com­
puters, randomized simulations can now be easily run from any office,
often in the blink ofan eye. They are used routinely by scientists, engi­
neers, medical researchers, and statisticians to estimate the value of
huge and complicated sums, integrals, and probabilities. They are espe­
cially useful in high dimensions, when many different quantities inter­
act and must be handled together. For example, they help us figure out
the likely effects of medical treatments involving many variables, and of
detailed engineering designs for everything from buildings to rocket
ships. Monte Carlo simulations are an essential tool of virtually every

modern science.

Raisins and Chocolate Chips
Marjorie always makes the most delicious raisin chocolate chip cookies.

Your kids always seem to be hanging out at her place, hoping for a free

sample. You start to feel jealous and want to match Marjorie's culinary

triumph. But you don't know her recipe, and she isn't about to tell.
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After some experimentation, you decide that the ratio of raisins to

chocolate chips is the key.Does Marjorie use the same number of raisins as

chocolate chips? Or twice as many raisins? Or three times as many choco­

late chips? If only you knew this one detail, you are confident that you

could fill in the rest of the recipe, and regain your children's admiration.

Slowly you devise a plan. With a combination of bribes and threats,

you convince your young daughter to bring you a few of Marjorie's

famous delights. Rather than eat them, you carefully pick them apart

and begin counting.

The first cookie has 11 chocolate chips, and six raisins. The second

cookie has 14 chocolate chips, and eight raisins. The third cookie has

nine chocolate chips, and four raisins. You begin to see the pattern: Each

cookie has just about twice as many chocolate chips as raisins. Your

Monte Carlo experiment has allowed you to estimate the previously elu­

sive ratio: two chocolate chips for everyone raisin.

That settles it. Excitedly, you pull out your ingredients, and get to

work. You carefully count out a total of 200 chocolate chips and 100

raisins. You combine them with the other ingredients, bake to perfec­

tion, and serve. Your children's smiles are all the proof you need that

your Monte Carlo experiment has been a success. You are bursting with

pride, your family honour is restored, and Marjorie doesn't know what

hit her.

Perhaps the earliest example of a Monte Carlo experiment is a clever
scheme proposed in the eighteenth century by Georges Louis Leclerc,
Comte de Buffon. His Buffon's needle experiment requires a large sheet
of lined paper (or a striped floor), together with a needle (or pencil) that

is precisely the length between consecutive lines. If you throw the needle
or pencil at random and wait for it to stop moving, what is the probabil­
ity that it will touch one of the lines? The surprising answer is that this
probability is equal to 2 divided by pi (n}, Pi is the famous and mysteri­
ous mathematical constant equal to the ratio of the circumference of a
circle to its diameter.
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This unexpected result means that your needle and paper can be used
to perform a Monte Carlo experiment, for the purposes of estimating Jt.

Simply throw the needle many times. Then, take the total number of
times you threw the needle, multiply that by 2, and divide the result by
the number of times the needle lay across a line. The result should be
pretty close to the true value of Jt, which is known by high-speed com­
puter calculations to be equal to 3.14159265 ...

In 1864, an American civil war captain, O.c. Fox, was recovering
from battlefield wounds. As a distraction, he tried the Buffon's needle
experiment. He threw his needle a total of 1,620 times, and obtained
three different estimates of Jt: 3.1780,3.1423, and 3.1416. Not bad at all.
Of course, Jt can be computed much more efficiently with modern com­
puters than with needles and paper. But the early Monte Carlo spirit of
Buffon and Fox lives on.

Before moving on, I feel compelled to mention one particular variant
of Monte Carlo experiments, called Markov chain Monte Carlo. In this
form of Monte Carlo (which happens to be my research specialty), the
experiment does not start fresh each time, like throwing the needle anew,
or getting hold of a different cookie. Rather, each new experiment devel­
ops from where the previous experiment left off.

For example, suppose you wanted to measure the average pollution
level in a large wilderness lake system. You might proceed by setting out
in a canoe, and paddling this way and that way, from inlet to inlet and
lake to lake, throughout the park, without any particular destination.
Every five minutes, you might take a water sample and measure the pol­
lutants. Each new sample would be taken just a short distance from the
previous sample, thus continuing from where the previous sample left
off. Still, if you averaged the pollution levels in many different samples,
over many days of paddling, eventually you would get an accurate pic­
ture of the lake system. In fact, you would be running a Markov chain
Monte Carlo algorithm. Modern computer programs use this same basic
idea to do all sorts of calculations, in physics and biology and medicine
and social sciences, that would all be impossible without the randomness
of Markov chain Monte Carlo algorithms.
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Randomness and Fairness

In 2003, the state of California went through a well-publicized and
unprecedented election campaign to recall current governor Gray Davis
and elect a new governor, Arnold Schwarzenegger. There were well over
100 candidates-including several actors-standing for the election,
which many described as a "circus."

One issue was how to prepare the ballots. With so many candidates,
the order of names was important. It was argued that the traditional
solution of always listing the candidates in alphabetical order was unfair
to those whose names come later in the alphabet. Instead, the California.
elections officials decided to use a randomized alphabet. They wrote the
26 letters on cards and pulled them at random from a revolving canister,
resulting in the following new alphabetical order: R, W; Q, 0,], M, V,A,

H, B, S, G, Z, X, N, T, C, I, E, K, U, P, D, Y, F,L. Lucky for those whose
names began with R; not so lucky for those whose names began with L.
But because the order was determined randomly, it was deemed that
everyone had been treated equally.

Randomness has long been used to achieve fairness, by taking decision
making away from individuals. Coin flips are sometimes used to decide
an election that ends in an exact tie. Beginning in 1970, the military draft
of young American men during the Vietnam War was determined by
where their birthdays fell in a randomly selected ordering of all 366 days
of the year (including February 29). To avoid excessive line-ups, the
Toronto International Film Festival divides all the initial ticket request
forms into a number of large bins (43 of them, in 2004), and chooses
randomly which bin's requests are considered first (bin #10, in 2004).
Teachers sometimes use randomness to determine the order in which
their students must make class presentations. Paradoxically, randomness
seems very unfair when disease or terrorism strikes, but as a way of set­
tling human affairs, it may be the fairest mechanism we've got.

Randomness also sometimes provides fairness in sports. Coin flips are
sometimes used to decide which team gets the ball first, or home-field
advantage in the playoffs, or the first draft pick. Everyone accepts the
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coin flip as a fair solution, whereas no one would accept a non-random
solution (say, the league commissioner making his own personal choice)

in the same way.
An interesting incident related to fairness in sports occurred during the

1996 Olympic Games in Atlanta. The men's 100-metre sprint that year is
well remembered by Canadians as the race in which Donovan Bailey

won gold, thereby eliminating the shame of Ben Johnson's 1988 disqual­
ification for drug use. But to British enthusiasts, that same 100-metre
sprint is remembered for an entirely different reason: veteran British
track star Linford Christie was charged with two "false starts" and dis­

qualified from the race, thus ending his sports career in frustration.
(Christie was so upset about his disqualification that he refused to leave

the track for a minute or two.)
A closer investigation reveals some suspicious details. Christie had

not, in fact, left the starting block before the starter gun had sounded (the
traditional meaning of "false start"). Rather, his offence was that he left
the starting block less than one-tenth of one second after the gun had
sounded. Olympics officials had previously decided that no one's reac­
tion time is ever less than one-tenth of one second, so any runner begin­
ning the race within the first one-tenth of one second must have
"anticipated" the starter gun. Such anticipation is against the rules
because it usually arises when a runner is late getting into position,
thereby delaying the race and controlling, to his or her advantage, just
when the starter gun will sound. Christie had left the starting block just

0.086 seconds after the gun was fired. But if the entire point of the
Olympics is to push humanity's physical limits, Christie's supporters

argued, isn't it possible that somewhere, someday, someone would man­
age to react in less than one-tenth of one second? Just perhaps?

Meanwhile, sports officials (in particular, the International Associa­
tion of Athletics Federations) insisted that the 0.1 second rule was neces­
sary to prevent the "anticipation problem." And thus the dilemma
remained: How to prevent runners from anticipating the starter gun,
while not penalizing them for extraordinarily fast reaction times?
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To probabilists, the solution was simple: create a simple mechanical
device that fires the starter gun at a random time. The referee would
wait until all runners are ready, then activate the device. At that point,
the device would beep once (to indicate to all that it had been activated),
then wait a random amount of time (say, between two and six seconds)
before automatically firing the gun. (Even better would be a random
wait time chosen from an exponential distribution, which is a kind of
randomness that is completely impossible to anticipate.) That way, no
one could hope to anticipate the (random) start time. The anticipation

problem would be gone, and there would be no need to have a O.l-second
rule at all. Leaving the starter block before the gun sounded would still
be a false start, of course, but leaving any time' after the gun had
sounded-even just 0.086 seconds after-would be perfectly legal.
Unfortunately, Olympic officials didn't ask probabilists for advice, and
the rule still stands.

In competitions where randomness cannot be controlled, it is desirable
to make sure that randomness affects everyone equally. In a sailing race,
the direction and speed of the wind are huge and unpredictable factors,
but if all teams race simultaneously (rather than in sequence), at least

everyone has to deal with the same conditions. In duplicate bridge (as
opposed to rubber bridge), everyone plays the exact same hands of cards,
so that no partnership can benefit from simply getting lucky and being
dealt more Aces. The cards are as random as ever, but the randomness is
applied equally to all, resulting in perfect fairness.

Randomness can also be used to divide costs or benefits fairly in cases
where they cannot feasibly be divided concretely. The story of King
Solomon illustrates the absurdity of dividing a baby in half to settle a

custody dispute. However, themethod of flipping a coin to decide who
gets a baby is at least plausible as a solution (though still not such a
great idea!). In less extreme situations, a coin flip often provides an
elegant resolution.
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Dividing the Restaurant Bill

Lunch was good, but the service was slow, and now you're running late.

Finally the bill arrives, $17.76. You and your associate agree that with

tip $20 sounds right. You agree to split the bill 50-50 and pay $10 each.

The only problem is, you each just have a $20 bill.

You try to ask for change, but the waiter is too busy for you to get his

attention. Now you're getting edgy. You have a meeting at the office in

10 minutes.

You consider offering to pay this time, and your associate can pay

next time. Unfortunately, your associate is about to embark on a five-year

assignment in Antarctica, so there won't be any "next time" to collect on

for quite a while.

Then you have an idea. You offer to flip a coin: heads you pay the full

$20, tails your associate pays. Your associate agrees, fairness prevails,

and you make your meeting on time.

The next time you're out with a group, try dividing the restaurant bill
using randomness and coin flips, rather than waiting for change. It's just
one more way that randomness and uncertainty, when used properly, can

sometimes be to your advantage.
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Randomness in Biology

There is surely no greater wonder in the solar system than the fact that
human beings exist. It is incredible that matter, following the basic laws
of physics over a period of billions of years, could evolve from simple
chemicals, to living cells, to primitive fish and reptiles, to larger mammals,
to primates, and finally to human beings with all their sophistication and

intelligence (well, most of the time). It almost defies comprehension. And
without this amazing process of evolution, we wouldn't be here today.

Evolution requires genetic mutation and recombination. In this way,
living creatures create offspring of slightly different varieties at each gen­
eration. Then, through a process of natural selection (sometimes called
survival of the fittest), those offspring best suited to survive and repro­
duce themselves create additional, similar creatures. Over millions of
years new species or subspecies develop.

The process of mutation and recombination, which produces the
required diversity of offspring at each generation, is essentially a
process of randomization. This randomness creates a wide variety of
potential offspring, who then either survive and flourish, or (more
often) fail and die.

Insufficient randomness in genetic reproduction results in stagnation
of the species and failure to evolve. On the other hand, too much ran­
domness prevents a species from developing in a stable manner. So, for a
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species to successfully evolve and thrive, the amount of randomness has

to be just right. Fortunately for us, this has indeed been the case, allow­
ing humanity to evolve, very gradually, from the basic building blocks of
the universe.

But how is this possible? Human DNA consists of about 3 billion
chemical-base pairs. Each pair can be one of four kinds (denoted A, C, T,
and G). Thus, the total number of possible DNA strands is 4 multiplied
by itself 3 billion times-which equals the number formed by writing a 1
followed by 1,800,000,000 zeros. This number is so huge that it defies
comprehension. Now, some of the human DNA base pairs are redun­
dant, and could be of any type without affecting the human being at all.
Many others vary from individual to individual, and thereby distinguish
one human from another. However, a significant fraction of these base
pairs have to be "just so" in order to create human life; any mistakes and
we simply don't end up with a human being.

Purely random mutation could eventually produce a large sample of
possible DNA strands. But it is mind-bogglingly unlikely, even over bil­
lions of years, that human DNA would be created suddenly, purely
through random chance. So, how is it that humans are here at all?

The process of natural selection provides the answer. This process
ensures that less fit offspring do not survive and reproduce. Thus, surviv­
ing offspring are weighted towards being more fit, more advanced, better
able to live and flourish. In practical terms, this means that surviving off­
spring are weighted towards being more intelligent, more adaptable, and
more cunning-in short, more like humans.

Consider an early, primitive life form, such as an amoeba, which
reproduces over and over again. The Law of Large Numbers ensures that
in the long run, each generation of this life form will, on average, be a lit­

tle more advanced than the previous generation. Naturally, early genera"
tions will still be rather amoeba-like, and it will be a long time before
anything more interesting emerges. However, over billions of years, and
hundreds of millions of generations, the long-run march towards

humanity (or some other sophisticated, intelligent life form) seems
almost inevitable. At some point, higher-order life (like us) will emerge.
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So, in some sense, the reason that humans rule the Earth is the same
reason that casinos get rich. In each case, the odds are weighted slightly
in their favour, so they are bound to thrive in the long run. (Of course,
how the first self-replicating life form arose on Earth is a whole other
question. But once life appeared, natural selection took over.)

Processes similar to evolution can also be seen in quite different areas.

For example, consider cuisine and diet. Over the years different styles of
food become popular or unpopular. New foods are created or intro­
duced to a society, and sometimes catch on and other times do not. This
is a different form of "survival of the fittest," where food is "fit" if peo­
ple like to eat it. It is even believed that many new foods are first created
by accident; someone spills one food on another and is pleased at the
unexpected combination. Once again, randomness is helping to produce
new possibilities (whether species or foods), which can then be tested for
fitness to survive. Without randomness, foods-like species-would be

far less advanced and diverse.

Designer Bille Genes

"Like father, like son" is a simple expression of the fact that genetic

information is handed down from parents to children. Predicting what a
child will be like is very complicated, since different genes in different
combinations affect different attributes. Furthermore, to some extent a
child's traits and abilities are shaped by their environment and not by
their genes. Still, the basic rule by which children acquire each specific
gene is simplicity itself, and is based entirely on probabilities.

People's genes come in pairs (with a few exceptions). For example,
there is essentially a single gene-pair that controls whether your eye
colour is Light (blue, or green, or hazel, or grey) or Dark (some shade of
brown or black). (Recent evidence suggests that the situation is more

complicated, and more than one gene may affect Light/Dark eye colour.
But for now let's assume it's a single gene-pain)

If a person has a Light-Light gene-pair, then her eyes will be a Light
colour. Or, if she has a Dark-Dark gene-pair, then her eyes will be a
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Mother's Gene:
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will get a Light gene from the father and end up with a Light-Light pair,
and hence Light-coloured eyes. So, if one parent has Light eyes, and the
other Dark eyes, their child has probability between 0 and 1/2 of having
Light eyes, and probability at least 1/2 of having Dark eyes.

Finally, suppose two Dark-eyed people have a child. In that case, each
parent could be either Dark-Dark or Light-Dark, and we don't know
which. If either parent is Dark-Dark, then the child must select at least
one Dark gene, so the child will have Dark eyes. But if both parents are
Light-Dark, there is one chance in four that the child will select the Light
gene from both parents. So, if both parents have Dark eyes, then their

child has probability at most 1/4 of having Light eyes, and probability at

least 3/4 of having Dark eyes.
Sorting out the genes in a family involves some detective work. In my

case, I have brown (Dark) eyes, as do both of my parents. So, on that basis
alone, each of my parents could be either Light-Dark orDark-Dark.

On the other hand, one of my brothers has hazel (Light) eyes. So, he
must have a Light-Light gene-pair. How could this be? The only expla­
nation is that my parents each have a Light-Dark pair, and my brother
happened to get the Light gene from both parents. Now the pieces of the

puzzle are falling into place.
Since my parents each have a Light-Dark pair, that means that each of

their children will have probability 1/4 of having a Light-Light pair, and
hence Light eyes. (In fact, one of their three children has Light eyes,
which is about right.) They will also have probability 1/4 of having a

Dark-Dark pair, and probability 1/4 + 1/4 = 1/2 of having a Light-Dark
pair (since they could have gotten the Light gene from their mother and
the Dark gene from their father, or the other way around).

What about me? Since my eyes are brown (Dark), I know I do not have
a Light-Light pair. I could either have a Light-Dark pair or a Dark-Dark
pair. A Light-Dark pair is twice as likely because I could have gotten that
in two different ways (either a Light gene from my mother and a Dark
gene from my father, or vice versa). It follows that I have a 2/3 probabil­
ity of having a Light-Dark pair, and a 1/3 probability of having a

Dark-Dark pair-but I don't know which I actually have.
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Father's Gene:

Suppose now that two Light-eyed people have a child together. Since
they are each Light-eyed, they must each have a Light-Light gene-pair.
Their child then has no choice but to select one Light gene from each

parent. The child will thus also have a Light-Light pair, and hence also
have Light-coloured eyes. In this model, if both parents have Light eyes,
then so will their child.

On the other hand, suppose a Light-eyed mother and a Dark-eyed
father have a child together. Then the mother must have a Light-Light
pair, while the father could have either a Light-Dark or a Dark-Dark
pair. If the father has a Dark-Dark pair, then the child has no choice: he
will get a Light gene from the mother, and a Dark gene from the father, so
he will end up with a Light-Dark pair, and thus Dark-coloured eyes. On
the other hand, if the father has a Light-Dark pair, half the time the child

Dark colour. But suppose she has a Light-Dark mixed pair. In that case,·
her eyes will be a Dark colour, because the Dark gene is dominant, while
the Light gene is recessive.

If you see a Light-eyed person on the street, you can be sure that he has
a pair of Light eye-colour genes. But if you see a Dark-eyed person, he
may have either a pure Dark-Dark pair, or a mixed Light-Dark pair;
there is no way to tell which.

How do these genes get passed down to a child? Simple: the child takes
one gene from each parent. And, the child has an equal probability of
selecting either one of each parent's two genes, for a total of four equally
likely possibilities. For example, if each parent has a Light-Dark pair,

then one time in four the child will end up with a Light-Light pair, one
time in four a Dark-Dark pair, and two times in four a Light-Dark pair.
A chart called a Punnett square shows this pattern:
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It all gets pretty complicated. But whether tracing the genetics of eye

colour, or of other, more complex traits Iike diseases and deformities,

predictions and understanding all amount to computing probabilities.

Bye Bye, Blue Eyes
You see her gazing at you from the bar. Magnetic baby-blue eyes that

hold you transfixed. A night of dancing, a few drinks, and you are hope­

lesslyin love.

"Let's get married," shegasps,betweenswigsof cognacand passionate

kisses. "We'll have six children. Allstrikinglybeautiful, just like I am!"

It sounds tempting. A boatload of brats with that same baby-blue eye

colour sure would take the world by storm. Such magnetism, such

beauty-there would be nothing your children couldn't accomplish.

But then you remember. Your eyes are brown, as are all the eyes in

your entire extended family, for many generations. You're virtually pos­

itive that you haven't got any Light eye genes inside you. And, since

Dark eyegenesare dominant, your children will all have Dark eyes, too.

Youmight one day have grandchildren with blue eyes,but as far as your

kids go, there won't be a blue eye-either wet or dry-in sight.

"Sorry, sweetheart," you say coldly. "It wouldn't work out. It's no

good between us." Leaving her broken-hearted, you stagger home, to

sleep it off.

Infectious Disease

Viral infections are a major concern to all of us. From the latest flu, to the

worldwide spread of AIDS, viruses cause much pain, suffering, and

death. The origins of new viruses are somewhat mysterious, perhaps

involving genetic mutation, or transmission from animals, or even labo­

ratory experimentation gone awry. But once a virus is upon us, the con­

cerns focus on how widely it will spread and how many people it will
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affect. Epidemiology, the study of disease transmission, is at heart a

study of probabilities.
Each person who is infected by a virus will eventually either be cured

or die from the disease. From the patient's point of view, being cured and

dying are polar opposites. But from the virus's point of view, these two

eventualities amount to the same thing. Either way, the individual is no

longer contagious, and thus no longer able to infect others. The virus, if

it is to survive, must move on to other hosts.
So, from the virus's point of view, the only way to thrive is to keep

infecting new people. Each time a new person is infected, the number of

virus hosts increases by one. However, each time an infected person gets
cured or dies, the number of virus hosts decreases by one. (Probabilists

refer to such a system as a "branching process." It can be represented

visually as a sort of tree, with the branches pointing from each individual

to the people they infect.) This is the virus's eternal battle: trying to

increase the number of people infected and decrease the number of people

cured.
Viruses are clever; they know the Law of Large Numbers. They know

that in the long run, the only important question is whether the number

of virus hosts is increasing or decreasing on average. The virus will thrive

only if this number is increasing on average.
How can a virus ensure this? Simple. It has to ensure that, on average,

each infected individual in turn infects more than one other individual

before being cured or dying. (If God told humanity to "go forth and mul­

tiply," then apparently He instructed viruses the same way.) So, the ques­

tion of whether a virus will spread quickly or will die out boils down to

one simple question: is the virus's reproductive number-the average

number of people who are in turn infected by each individual carrying

the virus-more or less than one?
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Spread the Word
Youhave just heard that your brother Louie is in town tonight, and has

agreed to come to dinner.How exciting! You'll have to gather the whole

extended family together-the cousins, in-laws, and grandparents will

all want to see Louie.

"Hey, Billy," you tellyour son, "UncleLouieis comingover for dinner

tonight. Everyoneis invited. Spread the word!"

LazilyBilly wanders outside and runs into your daughter,Sue. "Sue,"

he begins, "tell everyoneto come for dinner tonight with UncleLouie."

Billy wanders off looking for other people. However, he soon sees a

salamander dart through the bushes, and he runs to catch it, completely

forgetting his earlier mission.

Meanwhile, Sue is off to the library and doesn't give dinner or poor
UncleLouiea second thought. Shetellsno one.

Finally, it is dinnertime. Where you were expecting a huge crowd to

greet your dear brother, you find no one other than your two children. It

seems that the news of Louie's arrival didn't spread very far. Billy told

just one person and Sue told no one, for an average of one half of one

transmission per person. One half is much less than one, so the news
quickly died out.

When it comes to the spread of infectious diseases, we are all tied

together. Whether or not you get sick depends not just on how suscepti­

ble you are to infection, but also on how susceptible are all of those

around you. For example, you might attempt to avoid colds by such

practices as washing your hands often, minimizing contact with others

and with shared objects like banisters and doorknobs, avoiding touching

your own eyes or mouth, getting plenty of sleep, and so on. Such personal

efforts may have a modest impact on your probability of catching a cold.

On the other hand, if everyone in your neighbourhood follows these

same practices, fewer of your neighbours will get sick and you will be

much better protected. And, if everyone in the world is similarly careful,

200

EVOLUTION, GENES, AND VIRUSES

each infected individual will, on average, infect less than one other indi­
vidual. The virus will quickly die out and many people will be spared the

discomfort and inconvenience of catching it.
Being protected from disease simply because those around you are

protected is sometimes referred to as "herd immunity," and it is a pow­

erful force in preventing the spread of illness. However, the idea of herd

immunity sometimes tricks individuals into unwisely lowering their

guard. A tragic example is the spread of HrV/AIDS, where many people

assume they don't need to practise safe sex because their sexual partners

"must be safe." This over-reliance on herd immunity has had disastrous

consequences worldwide.
A similar issue arises with vaccines. If a vaccine is effective and every­

one gets it, the disease will quickly die out. However, if everyone else

besides you gets the vaccine, the disease will almost certainly die out any­
way. Since vaccines are inconvenient at best, and potentially painful or

harmful at worst, there is a temptation to let everyone else get the vaccine

while you avoid the trouble.
A major vaccine controversy erupted in the United Kingdom when the

government asked that all children be given an MMR (measles, mumps,

and rubella) vaccine. A team of medical researchers led by Dr. Andrew

Wakefield published a paper in The Lancet in 1998, alleging that this

vaccine might contribute to autism. Central to their argument were eight

cases of children developing symptoms of autism just a few days after

being vaccinated. As a result, some parents stopped getting their children

immunized, while others accused them of selfishly relying on herd immu­

nity and compromising the overall effectiveness of the vaccine program.

There was pressure to provide three separate vaccines (one each for

measles, mumps, and rubella) to allow parents to select only the vaccines

they wanted. The government refused, arguing that, for the sake of pub­

lic health, all children should get all three components of the vaccine.

Matters were not helped when Prime Minister Tony Blair refused to dis­

close whether or not his own SOI1 had received the MMR vaccine.
Subsequent studies did not confirm any link between the MMR vac­

cine and autism, and most researchers believe the MMR vaccine to be
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completely safe. Nevertheless, in the years following that 1998 paper,
approximately 20% of parents in the U.K. did not get their children
immunized, giving rise to fears that the diseases would spread widely.
Indeed there is some evidence that incidence of measles in the U.K. has
recently increased. The MMR crisis was a difficult situation that pitted
personal freedom against herd immunity, parental love against trust of
the medical profession, and individual caution against the collective
good.

The most extreme method of controlling diseases is to completely iso­
late infected people from everyone else. Such methods have been applied
to many diseases from leprosy to the bubonic plague (as potently
described in Albert Camus's La Peste) to the SARS outbreak in China,
Toronto, and elsewhere in 2003. Such isolation tries to prevent non-
infected people from becoming infected. If it is successful, the number of
new infections eventually decreases to zero, thus ending the disease.

Proper precautions and vaccines can greatly diminish the threat of dis­
ease; however, the fact remains that if a new virus emerges that is
extremely contagious and also extremely fatal-like the one dramatized
in the Dustin Hoffman movie Outbreak-it could wipe out a huge por­
tion of humanity in a very short time. It happened with bubonic plague
in the fourteenth century (which killed 25 million people in one five-year
period); it happened with the influenza pandemic of 1918-19 (which
killed 25 million people in just one year); and for all we know it could
happen again.

Replenish, Replenish, Replenish

Viruses aren't alone in worrying about replenishing their numbers;
humans confront the same challenge. Each person produces a certain
number of children before he or she dies-whether it is zero or one or

two or some other number. In the long run, will the human population
increase or decrease? Since two parents are required to create a child, the
question is whether or not humans on average produce more or less than
two children each. If they produce more than two, the population will
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increase; if they produce fewer than two, it will decrease. If each woman
gives birth to precisely two children on average, in the long run the pop­
ulation will not change. (The United Nations defines the replacement
rate as 2.1 children per woman; the extra 0.1 comes from not counting
those women who die before adulthood.)

The answer is that the human population is increasing. Indeed, the
world average is that each woman gives birth to about 2.65 children over
the course of her lifetime. This total fertility rate is significantly more
than 2, and it explains the huge increase in the world's population, from
2.6 billion in 1950 to about 6.3 billion today. (The United Nations now
expects the total fertility rate to drop eventually to the replacement rate,
so that the world's population will stabilize at around 9 billion in
approximately the year 2300; in 300 years we will see if they are correct.]

On the other hand, many countries (especially industrialized ones)
have a much lower total fertility rate. According to the CIA World Fact­
book, the average woman in Canada gives birth to just 1.61 children; in

the United Kingdom, 1.66; in Australia, 1.76; and in France, 1.85. All of
these countries require immigration in order to keep their populations

from decreasing in the long run. The United States, with 2.07 children
per woman, is close to maintaining its total population without immi­
gration (though they accept many immigrants, as well). In each case, the
population increase involves the same mathematical principles as a virus
spreading disease.

In addition to viruses and humans, all species of animals and plants are
self-replicating, and similarly will either increase or decrease in popula­
tion, depending on their average rate of reproduction. But the analogy
doesn't end there. Computer viruses are also self-replicating (which is
why they are named after viruses in the first place). Just like biological
viruses, computer viruses need to be passed on to more than one other
recipient, on average, if they are to continue. Computer viruses take this
lesson to heart: they are programmed to vigorously search e-mail address
books, and send out virus copies to every address they can find. That
way, even if only a small minority of computer users are foolish enough
to run the virus program (usually by unwittingly clicking on an e-mail
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attachment), this minority will cause virus copies to be sent to so many

others that, on average, more than one new user is infected each time.

Chain letters are also self-replicating: they attempt to copy themselves

to another host and start over again. Like viruses, chain letters are bound

by the Law of Large Numbers. A chain letter thrives if, on average, each

recipient sends out more than one copy; if recipients send fewer than one

copy, on average, the letter will quickly die out. This is why most chain

letters request that you send on five or eight or 10 copies. If they request

too many copies, the task will be too burdensome, and virtually no one

will comply. On the other hand, if they request too few copies, even a

moderately high response rate will be insufficient to keep the letter going.

For example, suppose that a chain letter asks for two copies to be sent,

and one recipient in three complies with this request. That works out to

an average of only 2/3 copies per recipient. Since 2/3 is less than one, the

letter will quickly die out. Or for a more extreme example, suppose a

chain letter requests that just one copy be passed along. Even if only a

few recipients do not comply, the average will be less than one, and the

letter will not continue. I am willing to bet that you have never, in your

life, received a chain letter requesting that just one copy be sent on.

The night before the 2004 U.S. presidential election, the Republican

Party sent out a mass e-mail, in the name of George W. Bush, urging the

president's supporters to vote the next day. Recipients were also
requested to forward the e-mail to five people. The Republicans knew

that if their chain letter was to be successful, it would have to replicate

more than one copy on average. If they requested that just one or two

copies be forwarded, many recipients would fail to comply and the letter

would soon die out. By requesting that five copies be sent out, the Repub­

licans created a chain letter that survived and flourished in those pre­

election hours.

Even word-of-mouth news is governed by the Law of Large Numbers.

There is an old television commercial featuring a woman who is so

pleased with her choice of shampoo that she tells two friends, who each

tell two more friends, "and so on, and so on." I don't remember what

brand of shampoo they were advertising (nor have I ever felt a need to
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exclaim to others about my hair care products). But the commercial
does indicate how even neighbourhood rumours are spread through
self-replication. If a rumour is interesting enough that a listener repeats
it to more than one other person on average, the rumour will spread

rapidly. If not, then it will languish. Since two is more than one, that

shampoo euphoria was guaranteed to be carried from friend to friend,

forever more.
From evolution to genetics,from viruses to chain letters, self-replication

shows that a little randomness can go a long way. The development of a

new species and the spread of information can be accomplished quite

efficiently, with a few simple rules and an awful lot of probabilities.
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That Wily Monty Hall

Finding Probabilities from Clues

In daily life we are always assessing various probabilities: What are the

odds that I will be killed if I cross the road? That I will pass my examina­
< tion at school? That the woman of my dreams returns my feelings?

Sometimes we get additional information that causes us to reassess our

probabilities: we read in the newspaper that a certain street has lots of

traffic accidents; we hear that our teacher is a tough grader; the woman

of our dreams smiles back at us. Each new piece of information causes an

immediate re-evaluation of our assessed probabilities: maybe the road is

more dangerous than I thought; I have no chance of passing my exami­
nation; perhaps she loves me after all.

Unfortunately, we don't always re-evaluate our probabilities correctly.
For example, suppose your quaint little town has been shaken to the core.

After years of utter tranquility, suddenly there has been a rash of murders.

Police have identified five crazy homicidal maniacs on the loose. Further

investigation brings a new detail to light: of the five murderers on the

loose, four of them are men with beards. This, in a town of 10,000 people,
of whom just 400 are men with beards. "Beware of Bearded Men",
scream the newspaper headlines. You were always suspicious of men with
beards and this confirms it: men with beards are dangerous!

You try to remain calm and to go about your daily business. However,

the next night you are walking home on your dark, deserted road, and
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you hear a noise behind you. Someone is there! Your heart beats a little
faster. In desperation, you remember your Probability Perspective. There
are 10,000 people in this town, only five of whom are murderers. So that
random person behind you has only five chances in 10,000 of being a'
murderer, which is just 0.05%. You relax a little. But then you pass a

streetlight, and get a good look at him. You are utterly shocked to see

that he has a beard. Now you're really done for. Since four murderers out

of five have beards, there must be four chances in five, or 80%, that this

person is a murderer, right?

No, not right. If there is a total of 400 men with beards, of whom four

are murderers, the probability that a randomly chosen man with a beard

is a murderer is just four chances in 400, or 1%. This is a far cry from the

80% chance you originally estimated. So, yes, having a beard does

increase the probability that he is a murderer; however, it only increases

the probability from 0.05% to 1%, which is still a very small probability.

This example is representative of the misjudgernents that we all make

from time to time when we assess groups of individuals. Consider how

frequently we observe some characteristic (positive or negative) in a few

members of some particular racial, ethnic, national, religious, or gender

group, and immediately assume that most of this group shares the same

characteristics.

In the foregoing example, seeing that the mysterious stranger had a

beard did indeed change the probability that he was a murderer. It just

didn't change it very much. So the question is, when you get new evidence,

how much should your estimation of probabilities change? The science of

re-evaluating probabilities based on new evidence is called conditional

probability. It is often quite subtle, yet it arises in manydifferent contexts.

My lupus Scare (ATrue Story)
I once had to do a conditional probabilitycalculationthat was extremely

personal and intense. As a healthy 25~year-old, I went for a routine but

thorough medical examination. A week later, I received a letter in the

mail. It was three lines long. It said, "The test for lupus indicates that
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you may have it. However, about 5% of the normal population tests

positive. Pleasecontact our office to arrange a follow-up appointment."

I was shocked; until that moment, I had always taken my good health

for granted.
I had to wait three days for the follow-up appointment. I was then

told that the doctor could send my blood for a more sophisticated,

DNA-based analysis, to determine whether I actually had lupus. The

problem was, they might not get around to performing the test for a cou­

ple of weeks.
I was terrified and had to find some way to cope with my anxiety. I

turned to probability theory. I needed to know, was I one of the 5% of

the normal population who tests positiveeven though they are perfectly

healthy? Or was I one of the nearly 1% who actually has lupus?

I saw that this was a question about conditional probability. The

question was, conditional on knowing that I tested positive for the lupus

test, what was the conditional probability that I actually had lupus?
Stated this way, the answer was simple.The total fraction of the pop­

ulation which would test positivewas the sum of the 1% with lupus, and

the 5% without lupus who still test positive, for a total of 6%. Yetonly

1% of the population actually has lupus. So the conditional probability

that I had lupus, given that I had tested positive, was equal to 1%

divided by 6%, or 1/6, or about 17%.

That's not so large. Naturally, I did not want to have even a 17%

chance of having a serious disease like lupus, but 17% was much better

than 100%. It was enough to convert my total panic into something

more like great fear and worry-a big improvement.

Finally I received a phone messagefrom my doctor. The DNA-based

test had come back negative: I did not have lupus. In the meantime,

probability theory had helped me to cope with a very difficultsituation.

Sometimes confusion about conditional probability is easy to see. For

example, Myla Goldberg's novel Bee Season describes a spelling bee with

151 contestants, numbered from 1 to 151. The mother of one contestant
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hopes for a two-digit number, because most years a two-digit number
wins. Of course, in this example any number is equally likely to win.

o Since there are 90 two-digit numbers (all the numbers between 10 and

99), the probability is 90/151, or 59.6%, that a contestant with a two­

digit number will win. However, even if you have a two-digit number,

and even if you're sure that a two-digit number will win, your probabil­

ity of winning is still just 1190, or 1.1 %. So, your overall probability of

winning is the probability 90/151 that some two-digit number will win

multiplied by the probability 1I90that you will win if a two-digit num­

ber wins. This works out to one chance in lSI-the same probability as

for any other contestant.
Another example is airplane accidents versus automobile accidents.

We have seen that many more people die in automobile accidents than in

airplane accidents. So, even taking into account that many more people

drive than fly, it is still much safer to travel by airplane than by automo­

bile. However, in addition to all the fatal automobile accidents that

occur, there are also a lot of non-fatal ones, whereas most plane crashes

result in most of the passengers dying. What this means is that, to avoid

fatalities overall, it is safer to travel by airplane than by automobile.

However, if somehow you knew for sure that you were going to be in an

accident, it would be safer to be in an automobile accident than an air­

plane accident. In other words, planes are safer than cars (they have

fewer fatalities), but plane crashes are more dangerous than car crashes.

That's conditional probability for you.

The Proportionality Principle

Often we are confronted by situations in which two different possibili­

ties are a priori equally likely, but then we receive new information in

favour of one of them. For example, suppose you are waiting for the

shower, and your sister has been in there for 15 minutes. You feel your

blood boiling over, and your hatred of your sister-never small to begin

with-keeps increasing. There's just one problem. You actually have two

sisters, Alice and Brenda, and you're not sure which one is showering.

209



STRUCK BY LIGHTNING

This isn't good-if you're going to hate a sister, you at least want to

know whom to hate.

Suppose both your sisters' bedroom doors are closed, and you can't

call out because your other sister (whichever one that is) may be asleep.

In short, there is no evidence either way about which sister is in the

shower. You decide it is equally likely that Alice or Brenda is ruining your

morning.

Then you hear a noise over the din of the shower. It's vaguely melodic,

and you realize that whoever is in the shower is singing. Her joy only

makes you angrier. But at the same time, it gives you an idea. Perhaps

you can update your probabilities based on this new information (the

singing), and get a better idea of which sister should bear your anger. You

know that Alice loves to sing, and virtually always sings when she's in the

shower. Brenda, on the other hand, is only a moderately enthusiastic

singer, and sings during perhaps one quarter of her showers. So, once

you hear the singing, you figure it is more likely that Alice is in the

shower, rather than Brenda.

But how much more likely? You think again. If Alice is four times as

likely as Brenda to sing, then a singing showerer must be four times as

likely to be Alice as to be Brenda. Aha, you declare. The odds of Alice

versus Brenda are now 4 to 1. Hence, there is a 4/5 chance that you

should be angry at Alice, and just a 1/5 chance that you should be angry

at Brenda. Fresh thoughts of how to ruin Alice's life fill your mind.

This example illustrates an important idea, which I call the propor­

tionality principle (it's a special case of Bayes' rule). If different possibili­

ties (like Alice or Brenda being in the shower) are equally likely to begin

with, and new evidence (like the singing) arrives, you should update your

probabilities in proportion to the corresponding chances (in this case, in

proportion to the chances of Alice or Brenda singing).

Once we understand this principle, it is easy to apply. For example,

suppose a sly operator named Quick-Hand Charlie calls out, "Say, mis­

ter. Step right up. Play the three-card thriller!" As you cautiously

approach, he continues, "Look at these three cards. One is red on both

sides, one is black on both sides, and one is red on one side and black on
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the other. Right?" You agree, and he goes on. "Now mix the cards all up
in this giant bag here. Pick one card at random, and plunk it down on the
table with a random side up."

Hesitantly, you swish the cards around in the bag, grab one of them,

and put it quietly in front of him. The side you see is bright red. "Okay,

that side is red, right?" Charlie says. "So I guess you didn't get the

black-black card, eh? You got either the red-red card, or the red-black

card-and it must be 50-50 whether or not the other side is red or black,

right?"

Charlie is angling for a wager, and you're getting scared. Quickly you

remember your Probability Perspective. Originally all three cards were

equally likely to be selected. Your new evidence is that a randomly cho­

sen side of the selected card is red. Aha, this is conditional probability.

You decide to use the proportionality principle. You reason that if

you'd selected the red-red card, then a randomly chosen side would

always be red. But if you'd selected the red-black card, then a randomly

chosen side would only be red half the time. Since the red-red card is

twice as likely to show red as the red-black card, the probability must

now be two to one that you've selected the red-red card. That is, there is

a 2/3 chance that the other side of the card is also red.

"Sorry, Charlie," you reply. "It's not 50-50 at all. The other side is red

with probability two out of three." To illustrate your point, you flip over

the card, revealing another red side on the back. Charlie starts to reply,

but he realizes you are too smart for him. He moves on to the next

sucker.

In this example, many people just don't believe that the probability of

the other side being red is 2/3. If you're not convinced by the proportion­

ality principle, here are two other ways to get the same answer. (Mathe­

maticians are always happy when they can get the same answer by

different methods-then it must be correct.)

One way is as follows. At the beginning of the game, you had one

chance in three of selecting the red-black card. Seeing a red side changes

many things, but it doesn't change this chance. No matter what colour

you see, you still have one chance in three of having chosen the red-black
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card. So, the probability is 113 that the other side is black, and 2/3 that

the other side is red.
Still don't believe me? Then try the following explanation for the

three-card thriller. There are three cards, each with two sides, for a total

of six sides. What you do in the beginning is pick one of the six sides at

random. Since it's red, it must be one of the three red sides, all equally

likely. But two of those three red sides (the two sides of the red-red card)

have a red side opposite, while just one of those three red sides (the red

side of the red-black card) has a black side opposite. So, there are two

chances in three that the opposite side is also red.
So there you have it. By the proportionality principle, or by remember­

ing the chances at the beginning, or by counting sides instead of cards,

we see that in Quick-Hand Charlie's three-card thriller, once you see that

one side is red, there is a 2/3 chance that the other side is also red.

Easy, right? So now you're ready for the most famous (or infamous) of

all conditional probability problems, the Monty Hall Problem.

The Monty Hall Problem

On September 9, 1990, Marilyn vas Savant presented a probability

problem in her "Ask Marilyn" column of Parade magazine. The problem

was the "Monty Hall problem," named after the host of the television

program Let's Make a Deal.
The Monty Hall problem supposes that a new car is behind one of

three doors. You pick one door (say, Door #1). The host then opens some

other door (say, Door #3), showing no car (in fact, showing a goat

instead). You are then given a choice: you can either stick with your orig­

inal door (#1), or switch to the other unopened door (#2). If the car is

behind the door you end up choosing, then you win the car, otherwise

you don't.
The question is, should you open your original door, or should you

switch? Is the car more likely to be behind Door #1 or behind Door #2?

Most people assume that you are equally likely to win whether you
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switch or not, but vas Savant asserted that you were twice as likely to

win if you switched.

Unexpectedly, vas Savant's column about this problem ignited a storm

of controversy, and thousands of letters were received. Mathematicians

from such institutions as George Mason University, the University of

Florida, the University of Michigan, and Georgetown University wrote

in to complain that vas Savant's answer was incorrect, saying that she

"blew it big," that her "logic is in error," and that she is "utterly incor­

rect." One intemperate academic even wrote that vas Savant herself was

the goat!
In response, vas Savant issued a challenge to "math classes across the

country," asking them to tryout the game as an experiment. She asked

that they try not switching for 200 trials, and then try switching for the

next 200 trials, to see which way they won more often. Many elementary­

school math teachers took her up on this challenge, and their letters indi­

cate great delight. "Our class, with unbridled enthusiasm, is proud to
announce that our data support your position," said one.·"Their joy is

what makes teaching worthwhile," gushed another. "The results were

thrilling!" exclaimed a third. (On the other hand, one student expressed

pleasure merely because the experiment "got me out of fractions for two

days.")

This Monty Hall problem struck a nerve with mathematicians, teach­

ers, students, and the general public alike. So how can we solve this

tricky little puzzle?

The first thing to note is that the answer depends on the behaviour pat­

tern of the host. For example, suppose the host doesn't like you, and

therefore offers you a chance to switch only when your original guess

was correct. In that case, of course you should never switch, since the

host allows you to switch only when switching would be a bad idea.

Conversely, suppose the host really does like you, and therefore offers

you a chance to switch only when your original guess was not correct,

and switching is thus a good idea. In that case, of course you should

always switch.
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To remove these ambiguities, we will state our assumptions clearly. We
assume that originally, before you made your selection, each of the three
doors was equally likely to contain the car. We also assume that, whether
your original selection was right or wrong, the host will always open a
door that is different from your selected door, and that does not contain
the car. The host will then always offer you a chance to switch to the
other unopened door. Furthermore, if your original selection happens to
be correct, the host is equally likely to choose either of the two other
doors (neither of which contains a car in this case).

Now that the assumptions are clear, it is time to use some conditional
probability. Originally, all three doors were equally likely to lead to the

car. We now have some new evidence-namely, the host has opened
Door #3, which has no car. We then ask, what is the updated probability
that the car is behind Door #2?

The proportionality principle tells us that the conditional probability
that Door #2 (say) contains the car is proportional to the probability of
seeing the new evidence (i.e., of seeing the host open Door #3) if the car
is actually behind Door #2. Now, if Door #2 actually contains the car,
then after we guess Door #1, the host has no choice but to open Door
#3-the only remaining door with no car. So, the host will always open
Door #3. The probability is 1/1 (certainty) that the host will open Door
#3 in this case.

On the other hand, if Door #1 actually contains the car (that is, if our
original selection happened to be correct), then the host has a choice.
Half the time he will open Door #2, and half the time he will open Door
#3. So, in this case, only half the time will the host show us Door #3. The
probability is 1/2 that the host will open Door #3 in this case.

We conclude that the chance of seeing the new evidence (the host open­
ing Door #3) is twice as great if the car is behind Door #2, than if the car
is behind Door #1. So, by the proportionality principle, if we guess Door
#1 and then the host opens Door #3, it is twice as likely that the car is
behind Door #2 as Door #1. In other words, if we switch from Door #1

to Door #2, we will increase our probability of winning the car to 2/3.
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So, vos Savant was exactly right, and her mathematician critics were

exactly wrong.
If you understand why there is a 2/3 chance that the car is behind Door

#2, then you are ahead of most of the mathematicians who wrote in to
Parade magazine. But if you don't, then take heart. Once again, there are
other ways to get the same answer.

When you first begin the game, you have no idea where the car is.
Thus, your original selection of Door #1 is purely random, and it has just
1/3 chance of being correct. You know that the host is then going to open
some other door which contains no car, so when he does so, it doesn't
surprise you at all. In particular, the host's action has no effect at all on
the probability that your original selection was correct. That is, the
chance that Door #1 is correct is the same as it was originally, namely
1/3. So, there is a 1/3 chance the car is behind Door #1, and therefore (by
process of elimination) a 2/3 chance the car is behind Door #2. Once
again, we see that vos Savant was correct.

If you're still not convinced, try this. Suppose that when the host has a
choice of which door to open, he decides by flipping a coin. And pretend

that even when he has no choice, he flips the coin anyway, even though it
means nothing. In that case, we can write a table of all the possibilities,
as shown in Table 14.1. The six rows in this table are all equally likely.
Three of them (the second, third, and fourth rows) correspond to the
host opening Door #3. And, in two of those three rows, the car is actu­
ally behind Door #2. This means that if the host opens Door #3, then
there are two chances in three that the car is actually behind Door #2. So
the probability of winning by switching is 2/3, just as vas Savant said.
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Table 14.1 Possible Monty Hall outcomes
(WhereYour First ChoiceIs Door#1)

Your Choice Car location Coin Host Opens

#1 #1 Heads #2

#1 #1 Tails #3

#1 #2 Heads #3

#1 #2 Tails #3

#1 #3 Heads #2

#1 #3 Tails #2

So ends our tale of conditional probability. In summary, the propor­

tionality principle tells us that if two possibilities start out equally likely
and new evidence arrives, we should adjust our probabilities to be pro­
portional to their probability of causing this new evidence. So if Alice is
four times as likely as Brenda to sing, then it is four times as likely (and
hence has probability 4/5) that she is in the shower. Or, if a red-red card
is twice as likely as a red-black card to show a red face, then it is twice as
likely (and hence has probability 2/3) that the card is red-red. Or, if the

host opening Door #3 is twice as likely to happen if the car is behind
Door #2 than if it is behind Door #1, then it is twice as likely (and hence

has probability 2/3) that the car is behind Door #2.
If you're still not convinced that the Monty Hall probability is 2/3,

then remember that neither were many mathematicians the first time

they heard this question. More important than this problem, or even the
proportionality principle, is the fundamental fact of conditional proba­
bility: When new evidence arrives, you should update your probabilities
accordingly-neither too much (as in the bearded-men scenario) nor too

little (as for three-card thriller or the Monty Hall problem). If you keep
that thinking in mind as you travel through life, you will make the appro­
priate inferences based on what you see and hear, and thereby end up a

wiser person.
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Scrappy Statisticians

Conditional probability is at the root of a serious, and at times heated,
debate among statisticians. There are some statisticians who feel that
many of the concepts of traditional statistical inference-p-values and
margins of error and "19 times out of 20" and so on-are meaningless.
These are statisticians who are "Bayesian"-pronounced BAY-zee-in,
and named for Thomas Bayes (1702-61), an English Nonconformist
minister who developed many of the early rules of conditional probabil­
ity. (Bayes died long before the debates in his name about statistical pro­
cedures, but Bayesian statisticians still regard him as a hero. He is
buried in Bunhill Fields in downtown London, and the following
inscription was added to his tomb 200 years after his death: "In recog­
nition of Thomas Bayes's important works in probability this vault was

restored in 1960 with contributions received from statisticians through­
out the world. ")

Bayesian statisticians believe that all uncertainties should be viewed in
terms of conditional probability. For examl?le, if they were testing a new
medical drug, they wouldn't be content to know that the probability was
less than 5% that the drug's benefits were the result of pure chance.
Rather, they would want to know, given the results of the drug trial,
what is the conditional probability that the drug is actually beneficial?

Or, if presented with a poll, they wouldn't want to know the size of the
margin of error. Rather, they would want to know, given the results of
the poll, what is the conditional probability that their candidate will
actually win the election?

To be more specific, consider the fictional Probalitus disease intro­
duced earlier. This disease was normally fatal in 50% of cases, but a new

drug has been given to, say, five patients and saved everyone of them.
Are these results sufficient to prove that the new drug is beneficial?

We have seen that classical (or "frequentist") statistics would have us
compute the p-value-the probability of five patients in a row surviving
by pure chance. This p-value equals 50% multiplied by itself five times,
which is one chance in 32, or 3.1 %. Since this p-value is less than 5%,
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classical statistics would conclude that those five patient recoveries could

not have happened purely by chance, so the drug must be beneficial.

A Bayesian statistics analysis proceeds differently. It begins by assign­

ing prior probabilities for the effect of the drug, representing what we

think before we conduct the drug trial or see any evidence at all. Because

we're not sure which is true, and because we want to be open-minded,

we might declare our initial (prior) probabilities to be 50% that the drug

is a miracle cure (and will save all patients), and 50% that the drug is use­

less (and does not change the disease's 50% survival rate at all).

Once these prior probabilities have been assigned, we next have to

compute the conditional (or posterior) probability that the drug is bene­

ficial, given that it saved five patients in a row.

What is this conditional probability? If the drug is a miracle cure, then

any five patients will always survive. However, if the drug is useless, then

the probability is just 1/32 of this happy event. Furthermore, we are

assuming that according to our prior probabilities, the two possibilities
(miracle cure or useless) were equally likely. So we can use the propor­

tionality principle. It says that if five patients in a row survive, then it is 32

times more likely that the drug is a miracle cure than that it is useless. This

means that the posterior probability that the drug is a miracle cure is

32/33 (96.97%), while the probability that it is useless is 1/33 (3.03 %).

So while a classical statistician would say that the p-value is 3.1 % and,
thus conclude that the drug must be beneficial, a Bayesian statistician

would instead declare that given the evidence, there is a 96.97% proba­

bility that the drug is beneficial. These two conclusions amount to pretty

much the same thing; in both cases, there is strong evidence that the drug

is beneficial. But whereas classical statistics would decide that the drug is

helpful because the p-value is less than 5%, Bayesian statistics instead

uses conditional probability to assign a final, "posterior" probability of

96.97% that the drug is helpful (and 3.03 % that it is useless).

This dichotomy between classical and Bayesian statistics might sound

like just a minor, technical difference, and in many ways it is. But to some

statisticians, this difference is crucial to their philosophy of randomness.

Most interesting is how passionately and personally certain statisticians
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take the distinction. Rather than refer to classical and Bayesian statistics

as topics, they identify individual researchers as frequentists or Bayesians,

and then criticize each other's approaches. Bayesians attack frequentists

for the "contortions" of their "logically inconsistent" ideas, arguing that

what we really care about isn't p-values or margins of error, but the

actual probability that the drug is beneficial or that the candidate will

win the election, conditional on the observed data. Frequentists counter

that Bayesian statistics requires specifying your prior probability about

what you believe before the experiment has even begun, and that there is
no clear justification for how this prior probability is selected, thus ren­

dering Bayesian statistics meaningless. This Bayesian versus frequentist

debate was most passionate in the second half of the twentieth century,

with each side publishing detailed attacks on the other, but it continues
to this day.

I have learned the hard way that there are heated emotions on both

sides of this debate, especially among the older generation of statisticians.

I choose my words carefully in statistics department lounges whenever I

am in "mixed" (Bayesian and frequentisr) company, to avoid starting

arguments. But if you ever find yourself with a large group of statisticians,

and you want to cause a bit of trouble, ask them if they are Bayesian or

frequentist. Ifyour group happens to include a few passionate supporters
of each side, then sit back and watch the fireworks.
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Spam,Spam,
Probability, and Spam

Blocldng Unwanted E-mail

Conditional probability and Bayesian statistics have applications to many
different areas of science and life. One that is becoming increasingly

important is the blocking of unwanted commercial e-mail, or spam.
Spam (from "spiced ham") was originally a canned-meat product

developed by the Hormel corporation in 1937, a follow-up to their
"Hormel Flavor-Sealed Ham" product of 1926. During the fresh-meat
shortages of World War II, Spam was distributed widely and consumed
by soldiers and civilians alike in the United States, Canada, Great

Britain, Russia, and elsewhere. It is estimated that over 5 billion cans of

Spam have been consumed worldwide.
The 1970s British comedy group Monty Python later mocked the

widespread availability of Spam. Their famous skit about a restaurant
that offers such breakfast delicacies as "Spam, sausage, Spam, Spam,
bacon, Spam, tomato, and Spam" helped to make the word spam syn­

onymous with any item that is overly abundant.
So it was perhaps inevitable that, in the electronic age, spam would be

used to describe the unwanted, unsolicited, commercial mass e-mail mes­
sages that we all receive and delete every day. These messages try to con­
vince us to buy products, send money, visit commercial Web sites, or

otherwise profit the sender.
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Where once these spam messages were infrequent and possibly even
amusing, they are now so widespread that they have become a significant
drain on the productivity of everyone who uses e-mail in their daily lives.
Indeed, it has been estimated that currently over 50% of all e-mail is

spam, and many expect this figure to keep on rising. The total amount of
effort spent worldwide to sift through and delete all those spam mes­
sages, while being careful not to accidentally delete any real e-mail, costs
many billions of dollars-not to mention huge amounts of frustration
and annoyance.

Most people now agree that spam e-mails are a serious problem and
must be stopped. But how? The anti-spam battle is being waged on many
fronts, from legislation to technology to individual habits. But it appears
that the most promising anti-spam measures involve probability theory.

When inundated with spam e-mails, everyone's first reaction is, "Let's

get these guys!" Many people would be quite happy if the police rounded
up the senders of spam, and threw them into jail (with no Internet access)
for many years. Unfortunately, this is not as easy as it sounds.

One problem with the "get the spammers!" approach is that not every­
one agrees on precisely what does or does not constitute spam. Some­
times it's simple to draw the line: a loving note from your mother is not
spam, but an unsolicited and unexpected invitation to visit a pornogra­
phy Web site is. But what about, say, an e-mail from that nice Mr. Jones
at the local hardware store, announcing to the neighbourhood a dis­
count on hammers this week? Or, an e-mail from an on-line store where

you purchased a sweater last month, telling you about an even better
sweater available this month? (Or, for professors like me, yet another
mass e-mail announcement about some upcoming research conference
that I have no interest in attending?) Sometimes the lines can get blurred.

A more fundamental problem is that most spammers remain hidden,
sending their spam from various anonymous Internet accounts, often
switching in a hurry between different Internet Service Providers (ISPs).
Complaining directly to the ISP results, at best, in termination of the
computer account in question, but it is easy enough for the spammers to
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open up another one. (Even determining which ISP is involved isn't so

simple, since spammers often forge that information in their messages.)

Furthermore, the international nature of the Internet means that spam e­
mails can originate from any country, and apprehending spammers

requires knowledge and enforcement of complex extradition and other

international treaties.
Lawmakers have introduced legislation against sending spam. In the

United States, New York Senator Chuck Schumer and other lawmakers

have introduced a "CAN-SPAM Act," which came into effect on Janu­

ary 1, 2004. This act provides for jail terms of up to five years for those

who, among other things, use multiple computer accounts under false

identities to transmit "multiple commercial electronic mail messages."

(Apparently, this careful wording was chosen to allow the polit~cians
themselves to continue to use mass e-mail to solicit political donatlOns.)

This is a promising development, but will it be enforceable and ma.ke a

significant dent in the amount of spam sent? Many people are skeptical.
In short, catching spammers can be very difficult. To make real head­

way in the anti-spam fight, we must use other methods.

It is worth asking why spamrners bother to send spam. Some of them are

just cranks. Others have been duped into paying spam-sending compa­

nies to send out spam for them, in the mistaken belief that they will make

a quick buck. However, the majority of spammers send out their spam in

a sincere effort to make a profit.
Spam solicitations typically receive something like 15 responses per

1 million spam messages sent. This is equivalent to a response rate of

0.0015%-extremely low by any standard. So how do spammers make

any money? .. .
The answer, of course, is that the cost of sending out spam is incredibly

low. Indeed, the current "street price" of hiring a company to send out
spam e-mails for you is approximately $1 per 10,000 e-mails sent­

much, much lower than the cost of sending out paper mail. By spending

about $100, spammers can send out 1 million spam e-mails, and get
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approximately 15 responses. Even if they make just, say, a $10 profit

from each response, this still earns them $150, for a net profit of $50.

Of course, if no one ever responded to spam e-mail, the response rate

would go down to zero. In this case, sending spam would never be prof­

itable, and eventually the spammers would stop bothering. So, the sim­

plest thing we can do to stamp out spam is to never make purchases in

response to spam. Just say no!

Unfortunately, even though most people never respond to spam, it

seems there will always be some tiny fraction of e-mail users who will do

so. Thus, non-response alone will not be enough to stop the problem of

spam.
A related issue is how spammers get your e-mail address in the first

place. If they don't know your e-mail address, they can't bother you. So

another method of avoiding spam is to try to keep your e-mail address

secret. Some ISPs and on-line sales companies actually sell your e-mail

addresses to spammers; obviously, you should never knowingly do busi­

ness with (or in any way provide your e-mail address to) such companies.

Also, some spammers simply "guess" various e-mail addressesv by

sending messages to common-sounding names at popular e-mail domains.

So, it is best to use a hard-to-guess account name.

In addition, many computer viruses, once they successfully attack one

computer, automatically find (and send e-mail to) all of the e-mail

addresses stored in that computer's address list. The only way to avoid

this problem is to avoid having any e-mail correspondents (or at least

none who will ever accidentally allow a computer virus to take over their

computer), a virtually impossible proposition.

But most spammers get their e-mail addresses through the use of

"sparn harvesters," which are computer programs that automatically

search Web sites and Web directories all over the world looking for

new e-mail addresses. The only way to foil such harvesters is to keep

your e-mail address off of all public Web sites (except perhaps as an

image, which computer programs can't read).

Unfortunately, it is virtually impossible to keep your e-mail address off
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of every Web site, every directory, and every commercial list, all the while

avoiding any correspondents who will ever be attacked by a computer

virus. Thus, address secrecy, while generally a good idea, is again not a

perfect solution to the ever-growing spam problem.

Bleck That Spam

If we can't catch the spammers, can't put them out of business, and can't

hide from them, then what is left? Recent efforts have focused on turning

the power of the computer back on the spammers, by using technology

to prevent spam e-mail messages from ever reaching your e-mail inbox.

The Dastardly Spammity Spam
You're relaxing at home, finally getting a moment's peace, when the

doorbell rings. You open it to see a shifty-eyed man with a waxed mus­

tache and thin black tie, carrying some large hoops.
"Pleased ta meet ya," he begins smoothly. "Spammity Spam's my

name, Hula Hoops are my game. What d'ya say, mister? I've got fat

ones, thin ones, green ones, blue ones-"
"Sorry, not interested," you interrupt, closing the door and returning

to your couch.
A minute later the door opens, and SpammitySpam sticks his head in.

"I don't think you've really considered 'allthe benefitsof Hula Hoops,"

he begins.
Outraged, you jump up, and slam and lock the door. At least 1lOW he

can't come back.
A minute later the doorbell rings again, repeatedly, over and over.

Frustrated, you cut the wire to disable the bell. Phew.
Then there is a knocking at the door. First quiet, then louder. Argh!

Rushing down to your basement, you find a few old mattresses and lean

them against your front door, thus drowning out the knocking. Taking a

deep breath, you try to relax.
What's that noiseupstairs? It's SpammitySpamcoming in through the
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bedroom window. "Hula Hoops are a great stress reliever," he contin­

ues, as if he hadn't been interrupted. "Fun and entertaining, too!"

Furious, you rush upstairs, push Spammity Spam back out onto the

balcony, and nail thick wooden boards over all of your house'swindows.

Then you slumpdown onto the floor, in a fortified, lonelyhousewith no

sunlight. Your depression only deepens when you hear a noise from the

roof, and realizethat SpammitySpamis tryingto get in through the attic.

Meanwhile, your kindly neighbour has just brought over some flow­

ers from her garden. She is at your front door, getting frustrated as she

pressesthe doorbell and knocks on the door without success.

In theory, we should be able to use the power of the computer to block

spam. That is, every time a new e-mail address arrives, it should be auto­

matically sent to a computer program that determines whether it is a

legitimate e-mail (and lets it through), or a spam message (which is then

deleted, or returned to the sender, or stored in a special separate "spam

mailbox" for later inspection). Indeed, many ISPs have already set up

such programs for their users. But how do they work and how successful

are they?

The problem of blocking spam may be rephrased as a classification

problem: How can we write a computer program to decide whether a

new e-mail message is spam or not? In recent years, many researchers

have taken this problem quite seriously, and have worked hard at finding

good solutions. Perhaps inevitably, e-mail messages that are not spam

have come to be known as ham. So, the question is, can we create a com­

puter program (called a "spam filter") which is clever enough to decide

which e-mail messages are spam and which are ham?

As a first attempt, we might set up a computer program that scans each

e-mail message for various words and patterns, and classifies as spam any

message in which they occur. For example, many spam e-mail messages are

from pharmaceutical resellers, attempting to sell the drug Viagra. (The

manufacturer of Viagra, Pfizer Inc., is in no way responsible for these

messages.) Aha, you think. To deal with this problem, I will program my
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computer to automatically block any e-mail message that contains the

word Viagra. Victory is at hand.
However, several problems may arise. One is that your computer might

create "false positive" spamidentifications. This means that some perfectly

legitimate e-mail messages might mistakenly be classified as spam. For
example, perhaps a work colleague ends an otherwise serious and impor­

tant message with a comment like "Sorry to be slow in sending you this

information. First I had to delete seven spam e-mail messages trying to sell

me Viagra," or a joke like"Apologies if this e-mail was too boring-at least

it's better than another advertisement for Viagra," or advice like "Check
out that new probability book; it has a fascinating discussion about e-rnails

that contain the word Viagra." Unfortunately, your spam filter-a com­

puter program and therefore not very smart-would see the word Viagra

appearing in the message and automatically classify the message as spam.

This would prevent you from reading your colleague's entire message.
A second problem is that the spammers will attempt to get around

your spam-blocking program. For example, they might decide to misspell

the word Viagra slightly. Indeed, in the past month I have received spam
messages urging me to purchase such products as "Via.gra," "viagara,"

"Viagkra," "V':-iagra," "VI@gra," "VI@gra," "Vi@gra," "V-I-A-G-R-A,"

and even "Via<alt=3Dlkfrujv>gra" (this last one because HTML­
format mail readers won't display the part between angle-brackets). All

of these spellings are easily recognized by a human as meaning "Viagra,"

but your spam-blocking computer program will probably miss them.

More sophisticated spammers might not even use the word Viagra at all;

they might instead justrename their product, and describe its supposedly

wonderful effects in other ways, again fooling your computer program.

Even if you do somehow manage to stamp out all of the Viagra adver­

tisements, there are still so many other types of spam. You can easily

spend your whole day adding different words and different spellings to

your computer program's list, while also worrying about false positives

causing your real e-mail not to reach you.
It all seems pretty hopeless. However, once again, probability theory

saves the day.
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Spam Probabilities

Rather than trying to figure out all the words that spam e-mail might

contain, and hoping that no legitimate e-mail messages contain them, a

new approach is to get the computer to estimate the probability that each

new e-mail message is spam.

Spammlty Spam Revisited

Depressed at missing the neighbour's visit and longing for sunshine, you

try a different approach. You take down all the wooden boards and mat­

tresses, and reconnect your doorbell. Next to your couch you connect

two buttons, one labelled "Spam" and the other labelled "Ham."

A few minutes later, the doorbell rings. You hope that it is your nice

neighbour, so you reach towards the "Ham" button, to automatically

open the door and let her in.

"Not so fast," you decide. Without rising from the couch, you start to

think. Your visitor rang the doorbell twice, just the way Spammity Sparn

used to. Hmmm.

Just before the bell, you heard a clickety-clack very similar to the noise

Spammity Spam's boots made climbing up your porch steps. Hmmmm.

Out the window, you can see a shadow, and while it's blurry and hard

to make out, you think you might see a large circle mixed into the image,

kind of like the shadow that a Hula Hoop might make, Hmmmmm.

Combining all of this evidence together, you compute that there is a

97% probability that your visitor is the dastardly Spammity Spam.

That's a very high probability. Thus, without getting up, you press the

"Sparn" button. Immediately, a giant spring is released from under your

porch, sending your visitor hurtling across the street.

"Phew," you think, relaxing comfortably on your couch.

At the same time, you feel just a little nervous. "I sure hope that wasn't

my neighbour!"
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Many of the newest spam-filtering computer programs operate, at
least partially, by automatically estimating a probability that the incom­
ing e-mail message is spam. If this probability is large enough (say, larger

than 90%), the message is classified as spam.
At the beginning of their use, these programs require human beings to

classify a large collection of spam e-mail messages as spam, and another
large collection of real e-mail messages as ham. The programs first train
themselves on these two collections. They do this simply by counting how
many times each word appears in the spam messages, and how many
times in the ham messages. For example, perhaps the word Viagra

appears in 52 spam messages and in just one ham message. The computer
program will then assign the word Viagra a high spam probability, per­
haps around 98 %. (The precise rules vary from program to program.)

The computer program has thus determined that if the word Viagra

appears in an e-mail message, there is a 98% probability that the mes­
sage is spam. Does this mean that any message containing Viagra must
be spam? No. The program must also consider all the other words in the

message.
Suppose that in addition to Viagra, the message contains lots of

words appropriate to your company and/or to your typical e-mail usage
(in my case, words like statistics and research and lecture; in some of my
students' cases, perhaps beer and grunge and party). These words
would occur often in the ham collection, and not so often in the spam
collection. They would thus have very low spam probabilities, perhaps

around 1%.
So what does the computer do? Faced with a message containing some

words of high spam probability (like Viagra) and others of low spam
probability (like research), the computer combines all of these probabil­
ities into one "grand spam probability" that the message overall is spam
rather than ham (sometimes referred to as the message's "spamicity" or
"spam score"). It does this by conditional probability, using the Bayesian

statistics approach. The computer assumes initially that each message
has 50% prior probability of being either spam or ham. It then uses con­

ditional probability to compute the message's true spam probability
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(spamicity), conditional on the words appearing in the message. In other

words, a message's spamicity is simply the Bayesian posterior probability
that the message is spam.

Finally, once the spamicity has been computed, the computer must
decide whether to classify the message as spam or as ham. Typically this
step is simplicity itself. If the spamicity is more than 90%, for example,
the message is classified as spam, otherwise it is classified as ham. (Of
course, the 90% threshold could be modified, perhaps to 80% [riskier]
or 95% [safer]. However, the lower the threshold, the greater the risk of
false positives, which should be avoided at all cost.)

There are, of course, many variations on this approach. And, some fil­
ters, such as SpamAssassin, combine word-based probability calcula­
tions with other factors, such as whether entire lines of the message are in
capital letters (a perennial spammer favourite). But, in essence, the above
description applies to the design of many of the new spam-filtering com­
puter programs.

How well do spam filters work? For probability-based spam filters,
everything depends on the collections of spam and ham e-mails that are

used to train the programs and to assign spam probabilities to the vari­
ous words. But if the collections are large enough, the computer pro­
gram, which makes up in speed what it lacks in smarts, can discover
patterns that humans might miss.

For example, Paul Graham writes in his oft-cited article "A Plan for
Spam" that his probability-based spam filter has identified as having

very high spam probability not only such obvious words as promotion,

guarantee, and sexy, but also certain less obvious words like republic

(from all the scam e-rnails asking you to send money to faraway places
like Nigeria), madam (from all those "Dear Sir or Madam" salutations),
and per (from quoting prices like "$6 per package of 10"). Perhaps least
obvious of all was ((0000, HTML code for the colour "bright red,"
which turns out to have a very high spam probability, because spammers
often use this code to give their messages extra emphasis.

Thus, an automatic probability-based program can discover patterns

229



STRUCK BY LIGHTNING

that a human might not have guessed. Even better, it is all done automat­
ically, so that no one has to spend all day sifting through every word of

every spam message that comes along.
An added side bonus concerns computer viruses that are spread

through e-mail. From a filtering perspective, these virus e-mail messages

are just like spam; they too can be added to your spam collection, so that
your spam filter recognizes patterns in the computer viruses too, and

learns to block the viruses along with spam.
Once your spam filter is working, it can continue to learn. For exam­

ple, whenever the filter lets in a spam message, you can add that message
to the spam collection yourself, thereby "telling" the computer program

about a new kind of spam.
Over time, the computer should thus determine that, for example,

Vi@gra should also have a high spam probability (even though the com­
puter does not "understand" the connection between Vi@gra and Viagra).
With luck, the computer should get better and better at figuring out
which messages are spam, and which ones are ham. Indeed, Graham
claims that he has developed a system for his own personal e-mail that
filters out 99.5% of all spam messages, with less than 0.03% false posi­
tives, which is very impressive. (My own spam filtering isn't that success­
ful, but over 80% of my spam is filtered out, which saves me a large

amount of time and frustration.)
Procedures such as these, in which computers update their probabilities

based on new examples, are sometimes referred to as "machine learning"
or "artificial intelligence," and they are related to "Bayesian networks,"
or "neural networks." Indeed, such procedures are now being used for

everything from detecting financial fraud, to identifying incoming mis­
siles from military sensors, to improving search algorithms on the World
Wide Web, to providing context-sensitive help to personal computer
users. However, the computers aren't really "learning" anything, at least
not in the sense that you or I learn. All they are doing is counting words
and patterns, and computing the associated probabilities.
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Your Spam or Mine?

One interesting question that arises with spam filters is whether the spam
and ham collections should be developed jointly by everyone, or whether
each individual user should develop his or her own collections.

At first glance, it seems that the collections should be joint. All for one
and one for all. After all, if I want to avoid most messages containing the
word Yiagra, then probably you do, too.

But wait. Suppose you happen to be a biomedical researcher specializ­
ing in the physiology of reproduction. For you, the effects of Viagra

might provide important evidence for your research. Thus, many of your
ordinary e-mail messages might include the word Viagra, with no need

for them to be filtered as spam.
Similarly, in my e-mail the word probability occurs often. If an e-mail

to me contains that word, it is probably ham, with perhaps a spam prob­
ability of just 1%. However, that same word may occur less frequently in
e-mails to a person who is less interested in probability theory. That
doesn't mean that any e-mail to them containing the word probability
must be spam, but it does mean that, in e-mails to thern.jhis word is not

as relevant to the spam versus ham decision. Just as one man's meat is
another man's poison, and one man's terrorist is another man's freedom
fighter, it seems that at times one person's spam is another person's ham.

Some modern spam filters (such asbogofilter) are designed to let each
user develop his or her own collection of spam and ham e-mail messages,
and to use different spam probabilities, depending on which user is
receiving the e-mail. Others (such as Spam/sssassini instead use the same
probabilities for everyone.

Each approach has its advantages and disadvantages. But I have
noticed that using my own spam collection gives me a great psychologi­
cal boost. When new spam arrives and gets through my spam filter, my
annoyance is eclipsed by a feeling of power, as I transfer the message to
my spam collection and update my spam probabilities. I can almost hear
myself saying to the message, in a tough-guy police-officer voice, "You
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have been identified as spam. Anything you contain can and will be used
against you, to update my spam probabilities and to block any further
transmissions from you or your partners."

let the Battle Begin

Spammers and spam filterers are in the midst of a fierce battle over the
future of spam. If the spammers win, a larger and larger fraction of e­
mail will be spam, to the point where one day e-mail might become vir­
tually unusable, or else be restricted to our close associates who need a

special password to send messages to us. If the filterers win, virtually all
spam will be blocked, e-mail will work efficiently, and the spammers will
give up in frustration. The theatre for this epic battle is nothing more nor
less than the spam probabilities as calculated by the various spam filters.

In an effort to subvert these probabilities, spammers-in addition to
using more and more misspellings-are also adding more and more ordi­
nary words to their spam. Indeed, in the past week I have received spam
beginning with a random and incoherent assortment of such words as
petition, equatorial, decease, and obstinacy. These words had absolutely
nothing to do with the product being sold. However, they did manage to
trick my spam filter into classifying the messages as ham.

Spammers are also trying to avoid using typical spam words. Rather
than asking you to buy their product, and telling you how cheap it is, or

how sexy their models are, spammers now sometimes use blander mes­
sages like "Hi, there, check out the following great Web site," followed
by the URL to buy their product. These spam messages presumably
have even lower response rates, but they are chosen in an effort to avoid
spam filters.

Meanwhile, the filterers fight back by training with larger and larger
collections of spam; by parsing the incoming messages more carefully
(such as by distinguishing between words in the e-mail headers and
words in the body of the message); by considering more and more fea­
tures of the message (blank lines, non-standard punctuation, no name in
the "From:" header, etc.), Eventually I suspect they will have to consider
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all the pairs of words; for example, unique opportunity sounds more
spam-like than either unique or opportunity on its own. This adds an
extra layer of complication, which some spam filters (such as Spam­

Probe) are already trying to overcome.

And so the battle rages. Who will win? It's too early to say. However,
understanding the battle at least makes it easier to figure out why spam

messages look the way they do. In our worst moments of despair, as we
delete spam after spam with no end in sight, at least we can take solace in
the fact that this battle centres around our old friend, probability theory..
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Ignorance, Chaos,
and Quantum Mechanics

Causes of Randomness

Randomness is central to so many different aspects of our life-from bad
things like cancer and terrorism, to good things like profitable invest­
ments, to fun things like rolling dice and dealing cards. But where does
randomness come from? Are the individual components-the dice, the
stock markets, the terrorists-actually random? Or do we just think of

them as random, because we don't know any better?
For the most part, the randomness we experience is based on our own

ignorance. If we just had enough facts and insights, randomness would
disappear and we would be left with certainty. If we knew exactly how
the dice were thrown, we would know how they will land. If we could
read the mind of the terrorist, we would know where he plans to strike
next. If we could see the planning documents of all the investors, we
would know which stock prices will rise tomorrow.

The Restless Restaurateur
Your restaurant business is off to a rough start. The first Saturday, full of

optimism, you hired four waiters and two cooks, but hardly any cus­

tomers came and you wasted lots of money. The following Saturday,

feeling more pessimistic, you hired just one waiter and one cook, and the
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place was so packed that you were unable to provide adequate service.

Tomorrow is your third Saturday, and you need to make your hiring

decisions now. What should you do? It all seems so random.

Discouraged, you go for a walk, A young couple is pointing at your

restaurant, saying, "That place looks nice; let's take the kids there

tomorrow." Further down the street, a busload of tourists is checking

into a large hotel and promising to explore the neighbourhood tomor­

row. On a lamppost, you see a sign announcing a meeting of a dining

club tomorrow-at your restaurant. Then, in the newspaper, you are

delighted to see that your restaurant has just received a positive review.

The pieces of the puzzle are falling into place. A few minutes earlier,

your ignorance had caused your restaurant's prospects to seem so uncer­

tain, so random. But with your newfound knowledge, there is much less

randomness involved. You are virtually certain to have a full house

tomorrow.

Pleased and confident, you hire a full staff complement. The next day,

your restaurant is packed, your customers are satisfied, and the money

keeps rolling in.

Randomness from Chaos

If randomness arises from ignorance, then where does ignorance arise
from? Sometimes this is obvious. Who can possibly say where all the
individuals in a city are planning to dine, or what the world's terrorists

have up their sleeves, or what your child will be when she grows up.
There are too many factors, too many unknowns, to do more than esti­
mate probabilities and brace for randomness.

However, randomness also arises in situations that seem far less mys­
terious. Consider flipping a coin. The coin is of standard issue, it is right
in front of you, you toss it in the air yourself, and then you catch it. There
is no cloak and dagger, no hidden causes, no scheming enemies, nothing
up your sleeve. What is not to know? And yet, when we flip a coin, all we

235



STRUCK BY LIGHTNING

can say for sure is that there is 50% probability of heads and 50% prob­

ability of tails.
The reason is that flipping a coin is an example of a chaotic system.

This means that a very small change in how you flip the coin-pushing it

a tiny bit harder or spinning it a fraction less-can have a large effect on

the final outcome and change heads to tails. To know to a certainty

whether the coin will come up heads or tails, you would have to know

extremely precisely how hard you had pushed the coin, and how hard

you had spun it. If you had a sophisticated laser-based measuring system,

maybe, just maybe, you might be able to accurately predict the coin. But

human eyesight is not that precise. We can see approximately how hard

the coin was pushed, how fast it is moving, and so on, but our vision is

not precise enough to make accurate predictions. Our ignorance about

the coin, small though it may be, is still sufficient to make the final out­

come completely random.
On the other hand, suppose you roll a ball along the floor towards a

wall. In this case, based on the angle at which you initially pushed the

ball, you can pretty much tell where it will strike the wall. If you change

the ball's direction a tiny bit, the collision spot will move just a little bit.

So rolling a ball on the floor is not a chaotic system. It is easy to predict,

and a small amount of ignorance does not cause a large amount of

randomness.
Physical systems can largely be divided into two groups. On one side

are systems that are regular and unsurprising, not overly sensitive or

chaotic, and that exhibit little randomness. These include everything
from rolling a ball on the floor, to dropping a rock over a cliff, to the

motion of the planets around the Sun. On the other side are systems that

are very sensitive and therefore chaotic, and are correspondingly unpre­

dictable and random. These include flipping coins, rolling dice, shuffling

cards, and causing billiard balls to repeatedly collide and bounce off each

other on a pool table. So, the next time you play poker, you can thank

chaos theory for the fact that your opponent doesn't know what cards

you hold.

236

IGNORANCE, CHAOS, AND QUANTUM MECHANICS

The Chaotic Boyfriend
After eight months, you think you finally have your boyfriend figured

out. He is happy when his work is going well, when he eats beef and

drinks imported beer, and when the Red Sox win. He gets grouchy when

he has problems at work, when he is served fish or milk, and when the

Red Sox lose. It's all very simple.

One day, your boyfriend closes a big contract at work. That evening,

you buy a case of German ale, cook up a pile of hamburgers, invite your

boyfriend over, and settle down to watch the game. The Red Sox win

8-1. You look forward to a delightful, relaxing night together.

However, your boyfriend is still upset. It seems that the Yankees have

also won tonight, so the Red Sox are still struggling to qualify for the

playoffs. This one small fact has completely changed your boyfriend's

mood, from relaxation and joy to anger and irritability.

Your boyfriend is definitely a chaotic system.

Chaos theory is also essential to the sequences of pseudorandom num­

bers that are used to simulate randomness on computers. In fact, these

sequences are not random at all, but are based upon cold, hard, pre­

dictable equations. However, these equations are so chaotic-so sensi­

tive to small changes-that the pseudorandom numbers jump around

without apparent pattern, and thus seem to be random. Without chaos

theory, there wouldn't be any Monte Carlo computer simulations, nor

any random-seeming bad guys in computer games.

Our entire lives are governed by chaos, since small changes in the pres­

ent can have a huge impact on the future. This property was nicely illus­

trated by the 1998 British movie Sliding Doors, starring Gwyneth

Paltrow. Her character, Helen, is rushing to catch a subway train when a

child briefly blocks her path. The movie presents two possible realities.
In the first one, the child is quickly moved aside. The result is that Helen

catches the train, meets a fellow passenger, returns home, and catches her

boyfriend having an affair. In the second reality, Helen is delayed for a

237



STRUCK BY LIGHTNING

few extra seconds, misses the train, is stranded when subway service is
later cancelled, gets mugged, and ends up in the hospital. Two com­
pletely different realities, and which one comes to pass depends solely on
the triviality of how quickly a child is snatched out of way on a subway
station staircase. That's chaos theory in action. (In a nod to romance,
Helen ultimately falls in love with the same fellow passenger in both real­
ities. Oh well, no movie is perfect.)

Chaos theory provides a strong argument against the science-fiction
concept of travelling backwards in time. For example, in one of the origi­
nal Star Trek stories, Dr. McCoy travels back to the 1930s and saves a
woman from a car accident, thus ultimately allowing the Nazis to win
World War II, which changes history and wipes out everything that we
know as real. In response, Captain Kirk follows McCoy back and fixes
things so the woman dies on schedule, thereby restoring everything to the
way it was before. The problem is that, in the course of their escapades,
Kirk and McCoy have interacted with many people, rented an apartment,
worked for pay, made friends, taken up space, caused others to change
their plans, and so on. (McCoy even caused the unintentional death of a
homeless man.) Just as in the Sliding Doors example, anyone of these
small interactions would probably have a tremendous effect on subse­
quent events. With so many small changes having occurred, it is incon­
ceivable that the world would be even remotely similar-much less
identical-years after all those 1930s changes had taken place.

In Back to the Future, Michael J. Fox goes back in time and helps his
dad to re-win his mother's heart. In the course of doing so, the dad
acquires extra confidence. Then, in the present day, the family becomes
more confident and successful than they were before. In It's a Wonderful

Life, when James Stewart wishes he had never been born, his guardian
angel shows him how different (and, as it happens, worse) the lives of his
family and associates would have been without him. And, in the classic
Ray Bradbury story "A Sound of Thunder, "a dinosaur hunter travels60
million years into the past and accidentally steps on a butterfly. The but­
terfly's future descendants-billions of them-are wiped out, leading to
lack of food for other animals, and so on. After all that, what is the net
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change for modern society? A different person is elected president of the
United States! So, in these stories, changes in the past do have a (slight)
effect on the present. However, these effects are still not nearly as sub­
stantial as chaos theory tells us they would be, were such time travel pos­
sible. (I enjoy stories about travelling backwards through time, but I am
unable to completely suspend my disbelief, all because of chaos theory.)

Weather or Not

The most dramatic example of a chaotic system is the weather. Weather
prediction can be something of an embarrassment to probabilists.
Nearly everyone hears weather forecasts, complete with probabilities
and percentages and satellite images, and nearly everyone observes that
those weather forecasts are sometimes wrong. If meteorologists are
ambassadors of probability, they are ambassadors that probabilists
could sometimes live without.

There are many causes of this sad state of affairs. One is observational
bias: people notice and remember incorrect forecasts much more than
correct ones. In fact, weather forecasters get it right significantly more

often than they get it wrong, with little gratitude in return. But the fact
remains that, even with all of our modern computer models and satellite
tracking and worldwide networks, humans are imperfect at predicting
tomorrow's weather, and totally incapable of predicting anything more
than a week ahead.

The reason is that, like coins and cards, weather is a chaotic system;
very small changes today can cause significant differences tomorrow. We
have all heard the tale of the "butterfly effect," originally proposed by
American meteorologist Edward Lorenz (and later the basis for a 2004

Hollywood movie of the same name), whereby a butterfly flapping its
wings in Brazil might cause, a few days later, a tornado in Texas. While

some have claimed that this tale is an exaggeration, it nevertheless illus­
trates the fact that weather is the result of numerous reactions and colli­

sions of unimaginable numbers of air molecules, water droplets, and
other factors. It is completely impossible to keep track of them all, even
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with modern computers. These collisions do not run in simple patterns;

rather they cause further collisions after further collisions, in highly

unpredictable ways. Slight variations in current weather conditions can

therefore lead to huge weather variations in the days ahead. So, even if

our sensing equipment is extremely accurate, tiny errors or misjudge­

ments will later lead to wildly inaccurate weather forecasts. The result of

this chaos is that accurate weather prediction is simply too difficult a

problem for our current science and technology to conquer.
Even judging weather prediction is complicated. If a forecaster says

there is a 30% chance of rain tomorrow, and then it rains, does that

mean he was wrong? Or 30% right? Or what? The fairest way to judge

this is with what is called a Brier score: penalize the forecaster 30% times

30% or 9% if it doesn't rain tomorrow; penalize him 70% times 70%,, ,
or 49%, if it does rain. A typical forecaster might average a Brier penalty
of 15% to 20%. This isn't too bad, but it isn't so great either. By com­

parison, a forecaster who predicted a 50% chance of rain every single

day (regardless of the true weather) would receive a 25% Brier penalty,

which is only a little bit worse. In fact, most weather prediction services

don't share their prediction histories, so the public can't easily keep track

of their accuracy (or lack thereof). And all the judging in the world will

only confirm what we already know: weather forecasting is a very diffi­

cult science that is often right but is also often wrong.
So, the next time you are sitting in your car in the pouring rain while

the radio is assuring you that the probability of precipitation is zero

(yes, this has actually happened to me), try not to get angry. Try not to

swear. Above all, don't blame the probabilists. It's not our fault-chaos

is to blame!

True Randomness?

A core belief of traditional science was that randomness is caused purely

by ignorance. From the time of Isaac Newton in the seventeenth century,

physics has been governed by simple mathematical laws that tell us, in

principle, precisely what will happen next. Based on the current position
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and velocity of a baseball, these laws can predict precisely how far it will

sail and where it will land. These very same laws can predict the movement

of Mars or Venus, days, months, or even years in advance.

Even for chaotic systems like the weather, where predictions are so

difficult due to the system's extreme sensitivity, classical physics tells us

that if we could measure exactly where each molecule of air and water is,

and precisely how quickly it is moving, and if we had an infinite number

of computers running for as long as we needed, then in principle we

could predict the weather perfectly, too. Such predictions may be far

beyond our current technology, but in theory they are just more compli­

cated versions of flying baseballs and orbiting planets. A classical physi­

cist's credo could be summed up as, "If we knew everything, then in

principle we could predict the future precisely."

However, quantum mechanics changed all that. According to quantum

mechanics, the universe works, on the most fundamental level, in terms

not of fixed scientific certainties, but of probabilities and uncertainties.

Quantum mechanics was developed in the early part of the twentieth

century by such physicists as Max Born, Werner Heisenberg, Niels Bohr,

and Erwin Schrodinger, This theory said, incredibly, that physics could

no longer predict precisely what was going to happen; rather, all physics

could determine were the probabilities that various outcomes would

occur. For example, an electron orbiting an atomic nucleus could be in any

of several different energy states, each with a certain specific probability.

The probabilities of quantum mechanics are given by a certain formula­

the absolute square of the Schrodinger wave function-and this formula

can be computed scientifically and accurately. But no matter how care­

fully you compute, no matter how many computers you have, and no

matter how precisely you measure the current state of the electron (and

of the rest of the universe, for that matter), you still cannot predict with

certainty what will happen next-just the various probabilities. .

Quantum mechanics goes even further. It provides a mathematical for­

mula, the Heisenberg uncertainty principle, for how much uncertainty

there will always be. The theory says that no matter how finely you

measure a system, and no matter how much our technology advances,
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there will always be a certain pre-specified minimum level of uncertainty

and randomness in everything that you observe or predict. Most mad­

deningly, it says that ignorance is not to blame. Even if you could repeat

the exact same experiment, on the exact same materials, under the exact

same conditions, nature's inherent randomness might cause an entirely

different result.
These ideas shook science to its very core. For hundreds of years, sci­

ence had been on a slow but steady march to understanding and predict­

ing the universe more and more precisely. Where once we could only

guess at how quickly sound travelled, or when the next eclipse would

darken the sky, science had learned to calculate such matters with

extreme accuracy. Quantum mechanics seemed to be putting on the

brakes, to be telling science that its quest for precision was coming to a

premature and unsatisfactory ending.

The idea that nature, at its most fundamental level, is inherently random

goes entirely against our common sense. We are used to large, simple

objects-like balls rolling across the floor-that follow clear patterns,

continuing on in the direction they are rolling and bouncing off of walls

in unsurprising ways. There is nothing random in their motions.

Quantum mechanics tells us that this is only because of the Law of

Large Numbers. It says that a ball consists of billions of billions of mole­

cules, each of which behaves randomly, but which taken together are

entirely predictable. So, nature's randomness is not significant at sizes

which we can see and experience, but it is fundamental at the unimagin­

ably small scale of atoms and molecules. (Quantum mechanics also turns

out to be important in certain large-scale astronomical phenomena,

including the formation of black holes.)

Even if nature's randomness is confined, essentially, to the incredibly

small, the question remains: How is this randomness generated? For

example, suppose an electron has, according to quantum mechanics,

probability 2/3 of being in a low-energy state, and probability 1/3 of

being in a high-energy state. This means that if you use extremely pow­

erful technology to measure the electron's orbit, there is a 2/3 probability
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of finding it in the first state, and a 1/3 probability of finding it in the sec­

ond state. But who decides what state it is in? Does an all-powerful being

watch over each electron, flipping coins and rolling dice to make choices
with the right probability? Does the choice happen by magic?

The honest answer is that we do not know, despite nearly a century of

using quantum mechanics. Indeed, the results of quantum mechanics are

now used in much of modern technology, from microwave ovens to com­

puter transistors to the futuristic-sounding idea of "quantum comput­

ing" (computers that actually make use of the laws of quantum

mechanics to do faster computations). However, the mechanism of how
quantum mechanics actually works remains mysterious.

The many worlds theory, first proposed by Princeton graduate student

Hugh Everett, holds that each time quantum mechanics makes a decision
involving randomness-for example, whether the electron is in its low­

energy or high-energy state-it actually makes both choices, and creates

two different universes, one for each of the two possible outcomes.

According to this theory, rather than saying there is a 2/3 probability of

the low-energy state, we should say that there is a 2/3 probability that

you will end up in the universe corresponding to the low-energy state.

Nature doesn't actually choose one of two possibilities; it chooses them

both, in two different universes. Because other universes can't be
detected by science, this theory can't be proved or disproved. However; it

doesn't really solve the problem of who decides which outcome Occurs­
or alternatively, which of the multiple universes you end up in.

The inherent randomness of quantum mechanics is so counter to clas­

sical science that even many great scientists could not accept it. Albert

Einstein himself-no stranger to revolutionary new ideas after propos­

ing the theory of relativity, which revolutionized our understanding of

time and space and gravity-disputed whether nature was truly ran­

dom. In a letter to Born in 1926, Einstein wrote the famous words,
"[edenfalls bin ich iiberzeugt, dass der nicht wiirfelt" (I am convinced

that He [God] does not play dice with the universe). Einstein (who was
not religious) was indicating that the laws of nature must be described

by precise, deterministic mathematics, which leaves no room for choice,
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uncertainty, or randomness. These laws may be very complex, and we

may never understand them completely, but they should avoid any men­

tion of probabilities or unknown factors. While Einstein did agree with
many of the conclusions of quantum theory (and in fact, his explanation

in 1905 of the photoelectric effect in some ways marked the beginnings
of quantum mechanics), he never accepted its inherent randomness, its

rolling of the dice.

The Grating Grader
You are disappointed to see that your essay about Shakespeare received

a grade of C. Meanwhile, your best friend, Amy, who wrote a similar

essay for the same teacher, got a B+. How could this be? Why did Mrs.

Lane giveAmy a better grade than you?
In desperation, you hire the detective Shady Shane to find out more.

Shady quietly follows Mrs. Lane home, peeks in her window after dark,

and watches her grade the next batch of essays.He then comesto you to

report.
Here's what I saw, Shady explains. After glancing at each essay,Mrs.

Lane picked up a six-sided die and rolled it on the coffee table. Upon

viewingthe result, she wrote a grade on the essaywith a big red pen and

set the paper aside. Sherepeated this exercisewith all the essays,and she

finished her grading remarkably quickly.
Youstart cryingsoftly. Youfeelshocked, hurt, and betrayed. It cannot

be, you insist. ShadyShanemust bewrong, you wail. Mrs. Lane does not

play dicewith the grades!

Einstein's claim about God not playing dice became a rallying cry for

those who opposed the philosophical underpinnings of quantum

mechanics. These people insisted that there must be some "hidden vari­

ables"-tiny little instructions in the physical particles that told nature

what choices to make. Perhaps these tiny instructions have not yet been

found, they admitted, but someday they will be, and then nature's
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choices will be explained. The probabilities of quantum mechanics, like

all other uncertainty, come from our ignorance-in this case, our igno­

rance about these tiny hidden instructions that we cannot see.

At a conference the following year, Bohr asserted that Einstein should

stop telling God what to do. The dispute raged on, with great passion

on both sides. A resolution of sorts came from the Irish physicist John

Bell in the mid-1960s. Bell proved a mathematical theorem that demon­

strated that the experimentally observed properties of elementary parti­

cles were inconsistent with the existence of local hidden variables-of

tiny instructions telling nature what choices to make. Bell's theorem

does not rule out the possibility of non-local hidden variables-that

nature makes its choices based not on randomness, but on clearly

defined rules based on other, faraway objects, somewhere else in the

universe-but such an explanation seems even more counterintuitive

than true randomness does.

Bell'swork, combined with various physical experiments, has convinced

most physicists that the randomness of quantum mechanics must be real,

and that there are no hidden instructions. The debate still continues, and

some scientists still hope for a non-random explanation of nature's

behaviour. But for the most part, science has accepted that nature, some­

how, really does use randomness in making its fundamental choices.

life in aTruly Random Universe

As a scientist, I am as uncomfortable as anyone with the randomness of

quantum mechanics. But as a probabilist, I like it just fine. Above all,

quantum mechanics says that probability theory isn't just a measure of

our level of ignorance, it is also a fundamental law of nature. This makes

understanding probability and uncertainty more important than ever.

The randomness of quantum mechanics also has some more practical

benefits. Computer programmers need random numbers for everything

from computer games to Monte Carlo experiments; however, they usually

have to settle for pseudorandom numbers, which only fake randomness.

But quantum mechanics allows us to use numbers which are truly random,
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straight from nature's own random choices. Indeed, there are various
Web sites, such as HotBits, that provide free sequences of truly random
numbers, as collected by Geiger counters measuring quantum mechani­

cal radiation phenomena.
The use of such truly random number sequences in computer simula­

tions is not yet widespread. The rate of generating randomness is too
slow, and the probabilities of the resulting numbers are not always clear.
However, these sequences do provide an exciting alternative to pseudo­
random numbers. They also provide a connection to the true, genuine,
indisputable randomness that is apparently a basic part of nature's inner

workings.

17

Final Exam

Do You Have Probability Perspective?

Now that you are an expert at the Probability Perspective, you are ready
to take your final exam.

" " " "
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1. You play tennis with your friend Dave. You know that he is
not as good a player as you. However, today everything goes
wrong: You slip in a puddle, several of your best shots go
just inches long, two of his backhands dribble over the net,
the sun is in your eyes, and you have a headache. As a result,
you lose the match. Do you

(a) throw in the towel, and never play tennis again.
(b) despair that you have been cursed and will have rotten

luck for the rest of your life.

(e) arrange for Dave to have an "accident," which is the
only way you will ever beat him.

(d) suggest to Dave that you play tennis 10 more times, on
10 different days, because over the long run "lucldactors"
will cancel each other out.
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2. You and your husband go out to dinner. Your husband brags
that he can distinguish between Coke and Pepsi, and cor­

rectly identifies his current beverage as Pepsi. Do you

(a) agree that your husband can distinguish between the two

beverages.
(b) admire your husband for his refined sense of taste.
(c) suggest that your husband become a professional wine

taster.
(d) pour five glasses each of Coke and Pepsi, arrange them

randomly, and see if your husband can correctly identify
them all, thus making his p-value (the likelihood that he
just got lucky) less than 5%, at which point you will

finally believe in his special talent.

3. A salesman for Incredible Insurance, Inc. offers to insure
your ukulele for you. He tells you that his company's insur­

ance policies have such generous terms that it is always in

the customer's interest to buy them. Do you

(a) buy quickly, before he changes his mind.
(b) give him a hug for being such a generous individual.
(c) consider carefully and then decide that you should buy

because insurance is the prudent choice.
(d) note the company's huge profit margin, conclude that the

company takes in more money than it pays out, and
decide that you should buy the insurance only if the loss of
your ukulele would cause you serious financial hardship.
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4. Your shady dealings have caught up with you, and the head
mobster issues his punishment. "One year from today, I will
roll these 10 dice. If they each show a 5, we'll hunt you down
and blast you to smithereens. Otherwise, we'll let you off."
Do you

(a) spend the next year crying and quivering, with no hope
for the future.

(b) kill yourself now, rather than postpone the inevitable.
(c) sign up for the space program, hoping you can hide from

the mob on Mars.

(d) realize that the probability that 10 dice will all come up 5

is equal to one chance in six multiplied by itself 10 times,
which is less than one chance in 60 million, so you really
have nothing to worry about.

5. You're at a crowded party, with a plate of food in one hand
and a glass of red wine in the other. A friendly businessman
says hello and reaches to shake your hand. Your only hope is
to balance your wine glass on a nearby windowsill, where
you estimate it will have just a 5% chance of falling. Do you

(a) go ahead and balance the glass, satisfied that 95% of the
time you will be fine.

(b) tempt fate further by leaving your glass on the win­
dowsill for the next hour.

(c) for extra measure, bravely declare, "There ain't no way
that baby is going to fall!"

(d) note that the carpet is white, so if your wine does spill it

will have an extremely negative utility value, which even
at 5% probability would more than cancel out the slight
pleasure of shaking the businessman's hand, and decide
instead to hold onto your glass and just smile.
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6. The politician Sly Slade says you should support him because
only he can combat the recent terrible rise in clogged kitchen

sinks. Do you

(a) vote early and often for Mr. Slade.
(b) donate thousands of dollars to Mr. Slade's campaign.
(c) devote the rest of your life to railing against the evils of

sink gunk.
(d) ask to first see an official list of the yearly rates of clogs

per sink in your community, to determine whether or not

they are truly increasing.

7. You buy a colourful new jacket and wear it for the first time.
During the day you see numerous work colleagues and

friends. Three of them comment on how nice your new

jacket looks. Do you

(a) congratulate yourself on your great new purchase.

(b) buy several other similar jackets.
(c) go into business as a fashion consultant.
(d) reason that people usually keep negative reactions to

themselves, so those three compliments are a biased sam­
ple, and that perhaps some of the other people who saw

you had a more negative opinion.

8. Your husband said he'd be home for dinner by 6 o'clock and

now it's nearly 6:30. Where could he be? Do you

(a) phone the police to put out a missing person's report.
(b) gather some friends together for a quiet commemoration

of your husband's life and positive qualities.
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(c) assume that your husband has been murdered and
organize a posse to avenge his death by any means
necessary.

(d) realize that the most likely explanation is that your hus­
band is simply stuck in traffic, and watch a little televi­
sion while you keep dinner warm.

9. You're playing poker, and determine that the only way for

you to win is if your next card is the Ace of Spades. Do you

(a) close your eyes, click your heels, and think three times,
"Ace of Spades please!"

(b) growl, glare, adjust your cowboy hat, and puff your
cigar, to force the Ace of Spades to appear.

(c) make a list of all the Hollywood movies that ended with
the hero being dealt an Ace of Spades when he needed it
most.

(d) realize that all unseen cards are equally likely to appear

next (so the probability of anyone particular card is very
low) and fold your hand before you lose your shirt.

10. You are hosting a dinner party scheduled to begin at 7 o'clock,
and you are making a special cream sauce that needs to cook

for exactly seven minutes and be served immediately.
Do you

(a) start cooking the sauce at precisely 6:53.

(b) solemnly swear that you will serve dinner right at 7
o'clock, come what may.

(c) offer to commit hara-kiri if any guest's sauce is not
cooked to perfection.
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(d) recall that dinner-party arrival times have a large margin
of error, so you had better delay and serve appetizers
while waiting for the latecomers, and not cook the sauce
until everyone is present.

11. You pick up a bunch of grapes and begin eating. You know
that most of the grapes are delicious, but a few of them are
sour and taste horrible. On the other hand, eating a sour
grape together with some good grapes is not so bad. Do you

(a) hope that your bunch contains no sour grapes.
(b) throw the grapes out, because you can't bear the thought

of eating a sour one.
(e) eat the grapes, slowly, one by one, vowing that if you hit

a sour grape you will "take it like a man."
(d) eat the grapes three at a time, reasoning that the slight

negative utility of one sour grape marring two good
grapes pales in comparison to the large positive utility of
not eating any sour grapes on their own.

12. In one year, the price of cars goes up by 8%, and the price of
chocolate cake also goes up by 8%. Do you

(a) express astonishment that these prices are so closely
related.

(b) launch an investigation into the underworld links
between the car industry and the cake industry.

(e) speculate that cars are actually made out of cake.
(d) recall that correlation does not imply causation, and in

fact neither of the two price increases causes the other;
rather, both are caused by inflation.
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13. A mutual fund advertises that their stock market invest­
ments made a tremendous profit three years ago. Do you

(a) salute the fund manager as a financial genius.
(b) immediately invest your life savings in the fund.

(e) reach between your sofa cushions, to scrape up addi­
tional change to invest.

(d) remember that anyone year's profit might be just luck

and demand information about the fund's performance
in all recent years, to get a more accurate indicator of its
true potential.

14. You see a performance by a self-declared psychic. He says he
is feeling a supernatural connection, and asks if anyone on
the first balcony has recently had a fight with an acquain­

tance whose name begins with J. A middle-aged woman puts
up her hand, astonished, and admits that she had a serious
argument with her son Jerome just last week. Do you

(a) marvel at the psychic's incredible powers.
(b) go out and buy all of the psychic's books.

(e) hire the psychic to help you resolve all the conflict and
confusion in your sordid life.

(d) figure that out of the hundreds of spectators on the first
balcony, and the many people that each of them knows,
and the popularity of the initial J, and the propensity of
humans to fight, it is not at all surprising that the psychic's
prediction was true by pure chance alone, proving
nothing.
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15. Four months before your special day, you send out 300 wed­
ding invitations to relatives and friends, near and far. You
assume that about 150 to 200 people will accept. In the first
week, you receive 27 responses, all in the affirmative. Do you

(a) congratulate yourself on your universal appeal.
(b) assume that all 300 invitees will accept and book a larger

hall.
(e) anticipate throngs of admirers waiting outside, hoping

to catch a glimpse of you as you leave the ceremony.

(d) realize that the responses so far are coming mostly from
people who live nearby, and who are thus more likely to
attend. So, these early responses constitute a biased sam­
ple, and the percentage of acceptances will surely

decrease as more responses arrive from farther away.

As you have probably realized, the answer (d) is correct in every case.
(Warning: The tests I give at university are not so simple.) Only answer
(d) shows a true understanding of the principles and insights of proba­

bility theory.
Ifyou answered (d) to all questions, then you, my friend, now have the

knowledge. You have the power. You have the Probability Perspective.
Use it well. Use it to understand the world more deeply. Use it to avoid

fear. Use it to have fun. Use it to make better decisions.
The Probability Perspective will never replace all of your other critical

thinking skills and decision-making methods-things like intuition and

compassion and determination and honour and just plain common
sense. But it will provide you with one more tool to better understand the

world's randomness and your place within it.
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"IfYou Write It, They
Will Come"
byJeffrey S. Rosenthal

When Struck by Lightningwas first published,
I had no idea what to expect. Although I had
previously written textbooks and research
articles for mathematicians and statisticians,
this was my first book for the general public.
Would people read it and enjoy it?Would it
help them to develop Probability Perspective?
Or would my book pass in and out of print
with barely a whimper? And how would writ­
ing a book for the general public affect my
academic career?

I am very pleased that the book has enjoyed
wide success,with multiple printings, appear­
ances on bestseller lists, publication in nine
countries and six languages, and enthusiastic
reviews. The book's message, that probabil­
ity and uncertainty are an important and
unavoidable part of our lives,and that a basic
understanding of their workings can go a long
way,seems to have really reached people.

Struck byLightninggarnered a lot of media
attention: in just the first four months after
publication, I did 39 radio interviews, 13

television interviews, 4 interviews for print
media, and a number oflive readings and
events. I have discussed probability and
uncertainty with all kinds of people at all
hours of the day, from quick sound bites to
in-depth interviews, from phone-in shows to
interactive science skits, from early-morning
entertainment to late-night presentations, in
front of affectionate audiences and aggressive
inquisitors alike.

Being in the public eye is quite a change
for me. My previous decade as a professor
was spent on quiet research and dutiful
teaching. My professional interactions were
limited primarily to a handful of specialists in
Markov chain Monte Carlo algorithms, and
to distracted undergraduates who seemed to
notice me most when they wished to dispute
their course grade (though, fortunately, there
were a few appreciative students, too).

Since the publication of StruckbyLightning,
e-rnails from readers far and wide keep arriv­
ing bearing compliments, questions, objec­
tions, impressions, and anecdotes. I've received
numerous speaking invitations, and friends I
haven't seen in years mention that they sawme
in a magazine or on TV.It's been an interesting
and exciting ride.

Being noticed by the "outside world" has
in turn brought me to the attention of my
own university in a new way.I have gone
from anonymous statistician to convenient
spokesperson, being asked to appear at
many university events. I was even invited to
address a council headed by the president of
the University of Toronto (where I joked that
if my talk didn't go well, I might get fired).

Of course, my fifteen minutes of fame will
soon pass, and I will return to my earlier
surroundings of specialists and scowling
students. But what precisely will I return to?
Will academics, alwaysskeptical of attempts
to popularize scholarly material, feel that
this book trivialized the subject and took too
much time away from my research activities,
thus reducing my professional credibility?
Fortunately, those who feel that way have
kept their opinions to themselves. In fact, II>

Individuals
vary, but

percentages

remain constant.

So says the
statistician.

-Sir Arthur

Conan Doyle

(1859-1930 ),

author of Sherlock

Holmes mysteries

5



6

"IfYouWrite It, TheyWill Come" icontinuedi

a surprising number of statisticians have
expressed appreciation for my efforts to reach
out to a broader public.

Recently, I was awarded the 2006 CRM­
SSC Prize in Statistics from the Centre de
recherches mathematiques and the Statistical
Society of Canada, given "in recognition of a
statistical scientist's professional accomplish­
ments in research during the first fifteen years
after earning a doctorate." The prize's citation
referred positively to this book, saying that it
"makes statistics and probability accessible
to the general audience in entertaining ways."
So, perhaps StruckbyLightningdidn't harm
my academic career after all.

"The Probabilities Just
Keep Flowing"
byJeffrey S. Rosenthal

Since the publication of this book, the world
of probabilities has continued full speed
ahead. Here are some recent updates.

Lotteries and Airplanes
Interest in lotteries surged on October 26,
2005,when the jackpot for one of
Canada's national lotteries, Lotto 6/49,
was announced as at least $40 million.
Ticket lineups stretched around the block. I
did eight lottery-related television and radio
interviews in a single 24-hour period.

Surprisingly to me, many people seriously
thought they had a good shot at winning big.
Some of them had heard that their odds of
winning were one chance in about 14million
(actually 13,983,816), but they didn't appreci­
ate-on a gut level-just how unlikely the
odds really were.

Fear of flying is similar. Most people have
heard something about airplane travel being
safe. But many are skeptical that statistics can
actually be helpful when you're up in the air
experiencing turbulence and feeling scared.
The fact that only about one commercial
flight in 2.5million ends in a fatal accident
fails to impress them. This raises a question:
how can people be convinced that airplane
fatalities, like lottery jackpots, are so incred­
ibly unlikely that they shouldn't even be
considered?

Analogies are helpful. For example, it is
about as likely that there will be fatalities ~

A pinch of
probability is
worth a pound
of perhaps.

-James Thurber

(1894-1961),

American humorist
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on your next airplane flight as that a ran­
domly chosen adult woman in Canada will
give birth within the next eight minutes. And
if you fly once a week, you'll take a fatal flight
about once every 50,000 years.

Similarly, compared to the probability
that a single Lotto 6/49 ticket will win the
jackpot, it is about three times as likelythat
you will be killed by a lightning bolt within
the next year; about four times as likelythat
a randomly chosen Canadian will one day be
prime minister; about twice as likelythat you
will die in an automobile accident while driv­
ing across town to purchase your ticket; and
more likelythat a randomly chosen woman
will give birth either this minute or next.

Do these analogies drive home just how
unlikely airplane crashes and jackpot victo­
ries really are? In my own case, yes: fatality
statistics have converted me from a nervous
flyer to a confident one. (Of course, I still
worry about arriving late, but that's another
matter.) And I am so certain that I won't win
the lottery jackpot that I never even bother to
buy a ticket.

However, for statistics to truly alleviate
your fears and affect your behaviour, it is not
enough to know the figures in your brain.
You have to feel them in your heart, too.

And Higher and Higher We Flu
In October and November 2005, fear of an
avian flu pandemic reached fever pitch. It
seemed that every headline warned that we
were headed for doom; it was just a question
ofwhen, and the feeling was that we should

enjoy our remaining time while we could.
One medical doctor sombrely told me that
within the next fiveyears, one quarter of all
urban Canadians would die from avian flu.

ByJanuary 2006, this pandemic of news
stories about pandemics had largely died
down. This wasn't because the threat had
diminished; in fact, it had increased some­
what with the flu's migration from Asia
to Europe. Rather, the media had simply
become bored and moved on to other mat­
ters. As usual, frequency of headlines was no
indication at all of the true probability of
trouble.

So, just what is the probability that human­
ity will be ravaged by a deadly virus within
the next fewyears? It is difficult to give a
precise probability. But there are at least two
reasonable probabilistic approaches to this
question.

The first approach is historical. There have
indeed been some genuine pandemics in the
past, like the killer flu of 1918-19, and bubonic
plague in the fourteenth century. But there
have been many other front-page illnesses
that newspapers claimed would be the next
global killer-SARS, West Nile, Ebola, etc.
And most of these turned out not to kill very
widely after all. That reasoning alone suggests
that avian flu isn't so likelyto be the next big
killer.

A second approach is to remember that,
as explained in this book, diseases typically
spread by becoming self-replicating systems
with reproductive numbers greater than one.
Such diseases can pass from a few people, to
more and more people, and finally to nearly
everyone. ~

Statistics is a

body of methods

for making wise

decisions in

the face of

uncertainty.

- W. Allen Wallis

(1912-1998),

former u.s. Under

Secretary of State
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But as of this writing, the deadly avian flu
strand H5N1 has spread primarily from birds
to people, and hardly at all from people to
other people. That means it is essentially not
a self-replicating system, much less one with
a large reproductive number. If this remains
the case, then we may well have to protect
ourselves from birds, and that could, of
course, be difficult. But we needn't fear each
other, nor a global self-replicating pandemic.

This is why epidemiologists spend their
time worrying that H5N1 might mutate into
another flu strain that is equally deadly, but
which is directly and easily infectious from
person to person. Such a disease would
indeed be a self-replicating system. And its
reproductive number might, perhaps, exceed
one. If so, a pandemic could result. This sce­
nario is indeed possible; just as it is possible
that AIDS will one day mutate into an air­
borne virus that spreads as easily as the com­
mon cold. But this hasn't happened yet, nor
is there strong evidence that there is a high
probability it will. Even if H5N1 did mutate
into a human-to-human disease, appropriate
emergency response and isolation proce­
dures might manage to keep its reproductive
number below one anyway (which is what:
ultimately happened with SARS).

So, I'm not too worried about avian flu. I
think the probability that it will mutate into
a strain that's easily transmitted between
human beings and kill millions in short order
is rather small. Of course, I could be wrong.
Fortunately, if I am, then everyone will be too
busy fighting a horrible pandemic to remem­
ber one probabilist's predictions!

Monty or No Monty?
On December 19, 2005, a popular new game
show, DealorNo Deal, debuted on American
television. This game involved 26 briefcases,
each containing a certificate for amounts of
money ranging from one penny to one mil­
lion dollars. The contestant selected one case
without opening it.Various other caseswere
then opened in turn, revealing the amounts
inside them. Periodically, the contestant would
be offered a payment, which he or she could
accept and thus leave the show. If the contes­
tant declined all offers until all of the other
caseshad been opened, then he or she would
get the amount in the original case instead.

This game has much in common with the
Monty Hall problem I discuss in Struck by
Lightning. In each scenario, the contestant
selects one unknown (a case or door), various
other unlmowns are revealed, and the con­
testant must decide whether to stick with the
original choice or make a trade. But does this
superficial similarity also extend to the prob­
abilities involved?

Suppose 24 briefcases have already been
opened, and all that remains is the one-dollar
prize and the one-million-dollar prize. What
is the probability that the contestant holds
the million-dollar case?

If you're familiar with the Monty Hall
problem, you might think that this probabil­
ity is only 1/26, with a 25/26 chance that the
remaining briefcase has the million dollars.
That would indeed be true if, as in the Monty
Hall problem, the host knew the location of
the million-dollar prize and was careful to
avoid opening it prematurely.

Fortunately for Deal orNo Deal ~

Statistics are

to baseball what

a flaky crust is

to Mom's apple
pie,

-Harry Reasoner

(1923-1991),

American journalist

on 60Minutes
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contestants, this isn't so. Rather, the host does
not know which case contains which amount,
and anyway,it is the contestant who chooses
which case to reveal next. So, DealorNo Deal
may be many things, but it is no Monty Hall.
(For a more mathematical discussion of this
distinction, seemy article "Monty Hall, Monty
Fall,Monty Crawl:' at www.probability.ca.)

What this means is that in DealorNo Deal,
even after some cases have been opened,
every unopened case is equally likelyto con­
tain every unrevealed value. All decisions
should be made on that basis.

So,ifonIythe one-dollar caseand the one­
million-dollar caseare left, then the probability
is50% that the contestant's casecontains the
million dollars. On average,the casecontains
$50 0,000.50. If the payment offeredis far below
$500,000, the contestant should grasp the case

. h "N D all"tightly,smile,and spit out a earty 0 e .

Murder: Still Most Foul
Rates of violent crime, including homicide,
have been decreasing significantly over the
past 15 years or so (even as many people
claimed the opposite). However, 2005

brought one exception to this rule: homi­
cides in the City of Toronto increased com­
pared to previous years.

The media had previously railed about
mythical "increasing" crime rates even when
this wasn't true, and now the reports became
still more despairing. Toronto had "lost its
innocence" due to this "huge" murder increase
and the "guns used to bathe Toronto in blood."
But what did the numbers really say?

We gain a little perspective from noting
that there were far fewer murders in Toronto
in 2005 than in 1991, and that every year
motor vehicle accidents kill far more people
than homicides do. Furthermore, Toronto's
homicide rate remained lower than that of
most u.s. cities and was even lower than
many Canadian cities, including Winnipeg,
Edmonton, and Regina.

As for recent Toronto trends, it is indeed
true that the number of gun-related homi­
cides in Toronto jumped significantly from
2004 to 2005, from 27 to 52 (a 93% increase,
apparently mostly due to increased inter­
gang warfare). It is also true that the total
number of homicides (of all types) jumped
from 64 to 78, an increase of 22%.

So, one could be alarmist and say that
the increased gun use heralds a terrible new
age. Or, one could be incurably optimistic
and emphasize that non-gun-related homi­
cides went way down (from 37 to 26). But
the fairest option is to concentrate on the
total number of homicides and their 22%

increase.
Is this enough to warrant concern for the

increase in these horrible crimes? Absolutely.
Is it enough to justify a crackdown on guns

and crime, a fum justice system, better social
services, and other reasonable responses?
Absolutely.

But does it represent the sudden, fun­
damental, irreversible change in the city's
character that some headlines would have us
believe?Absolutely not.

As of this writing, Toronto is on track
(if present trends continue) to suffer fewer
homicides in 2006 than in 2005, and indeed ~

Life is
a school of
probability.

-Walter Bagehot

(1826-1877),

English author
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fewer than in anyyear since1999. And
how many headlines have there been
about Toronto's decreasinghomicide rate
thisyear?Zero.

As always, the true numbers tell the true
story.

Election Inspection
The Canadian federal election of Ianuary
23,2006, brought out all the p's: politicians,
partisans, pundits, pollsters, and at least one
probabilist. Three leading polling companies
(Strategic Counsel, EKOSResearch Associ­
ates, and SESResearch) provided nearly daily
poll results, with several others (Decima
Research, Ipsos- Reid, Leger Marketing)
chiming in from time to time. In total, well
over a hundred election polls were published
during the eight-week campaign.

For the most part, these polls all agreed
with each other and told the same story.
During the first half of the campaign, voter
opinion was virtually unchanged from the
previous (2004) election, leading to predic­
tions that the Liberals would again capture
about 37% of the vote compared to about
30% for the Conservatives. Then, some time
around New Year'sDay,voter opinion shifted
significantly, and the Conservatives estab­
lished a moderate lead from which they never
looked back. End of story.

However, there was one anomaly. Seven
days before the vote, the Strategic Counsel
published a poll giving the Conservatives
42% support, compared to 24% for the
Liberals, an eighteen-point lead. "These

numbers would deliver a majority govern­
ment;' they declared.

Meanwhile, other polls published that day
or the previous day were all finding much
smaller Conservative leads: EKOShad the
Conservatives ahead 36-30, SESclaimed
37-30, Decima had it 37-27, and Ipsos- Reid
suggested 38-26. How could that be? How
could one poll find an eighteen-point lead
while another (EKOS) found a six-point lead,
a discrepancy of12%,especially since each
claimed a margin of error of only about 3%?

The usual limitations of polls-that
some respondents don't answer the phone,
or refuse to answer the questions, or don't
tell the truth, or later change their mind, or
don't vote-apply equally to all of the polling
results. They can perhaps explain why a poll
differs from the true election results, but not
why it differs from another poll.

So if these limitations don't explain the
discrepancy, then what does?

The reporters wanted an answer. So, I
carne up with four:

1. A margin of error in an election poll refers
to the support level for an individual party,
not one party's lead over another. Thus,
rather than comparing an eighteen-point
lead to a six-point lead, we should be com­
paring 42% Conservative support in one poll
to 36% in another poll (or, comparing 24%
Liberal support to 30%). This immediately
reduces the poll discrepancy from 12%to 6%.

2. Discrepancies between polls may repre­
sent the sum oftheir individual errors. For
example, if the Conservative Party's true ~

Butta us,

probability is

the very guide of
life.

-Joseph Butler

(1692-1752),
English bishop

of Dnrham
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support was 39%, then the Strategic Counsel
estimate of 42%, and the EKOSestimate of
36%, would each have errors not of 6% but of
only 3%, roughly equal to their stated mar­
gins of error.

3. In any case, margins of error apply just "19
times out Of20:' This means that about one
time in 20, polls will miss the mark by more
than their margin of error. With so many
polls being published, this "one time in 20"
was bound to show up at some point, just by
bad luck. It's not surprising at all.

4. Despite all of the above, it was still theo­
retically possible that there was some sys­
tematic bias in the way the different polls
conducted their surveys. Perhaps they
phoned at different times of the day and
thus reached a different cross-section of
Canadians; perhaps they got their phone
lists from different sources; perhaps they used
different methods of factoring in undecided
voters; or perhaps they had researchers who
supported a particular party and accidentally
let that show when asking the questions.

I doubted that the last reason could be
true. The leading pollsters are all so profes­
sional that such controllable biases are virtu­
ally eliminated. So, I put my money on the
other explanations. The errors were not as
great as they first appeared, and what differ­
ences remained were caused by obtaining
unusual samples of the population through
bad luck.

I know by the Law of Large Numbers that
the best way to reduce poll error is to average
different polls all together, thus effectively
creating a larger sample. The polls from that
two-day period averaged to about 38-27 in
favour of the Conservatives. This strongly
suggested that the EKOSpoll was quite accu­
rate, while the Strategic Counsel poll suffered
from "one time in 20" bad luck.

Unfortunately, polling companies and
news media focus exclusively on their own
poll results. The Globe and Mail (which,
together with CTV, sponsored the Strate­
gic Counsel polls) confidently announced
the surprising 42-24 prediction, hinting
at a majority Conservative victory, while
ignoring all the other polls. Allan Gregg,
chairman of the Strategic Counsel, and
one of the greatest pollsters in Canadian
history, simply declared, "Needless to say,
we stand by our numbers." No poll averag­
ing for them.

In the actual election, the Conservatives
took 36.3% of the vote and the Liberals
took 30.2%-extremely close to that EKOS
poll, and much further from the Strategic
Counsel numbers. They won a minority vic­
tory, not a majority. The average of the pre­
election polls was indeed a highly accurate
predictor, as I expected (though the Liberal
Party's increase from 27% to 30.2% did
apparently indicate a very slight last-minute
shift).

Two days after that 42-24 prediction, a
new Strategic Counsel poll pegged the lead at
37-28,similar to the other polling companies.
Tome, this simply demonstrated that their
earlier poll was a"one time in 20" error. Ii»

It is a truth

very certain that,
when it is not

in our power to

determine what

is true, we ought
to follow what

is most pro b­
able.

-Rene Descartes

(1596-1650 ),

French philosopher

and mathematician
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Statistics,
the most impor­

tant science
in the whole

world: for upon

it depends the
practical appli­

cation of every
other science and

of every art.

-Florence Nightingale

(1820-1910 ),

pioneeringBritishnurse

"The ProbabilitiesJustKeep Flowing" icontinued;

However, the Globe andMailsaw things differ­
ently, trumpeting that Conservative support
"takes a hit" and was "waning."

They even had an explanation for the
drop. The Conservative leader had "strayed
from his carefully scripted campaign:' they
explained.

Well, perhaps. But probability had some­
thing to do with it, too.



BESTSELLENATIONAL

"Like Freakonom;cs,
Struck by Lightning attacks
conventional wisdom:'
OTTAWA CITIZEN

$21.95
IS6N-1O: 0-00-639495-7
IS6N-13: 976-0-00-639495-2

HARPER. PERENNIAL

np.dnn' fl.!;ln lnncc I rrwcr nhnfn- ,tP,\Ip. Wrllhnl/lm:::lna J:!:mu I Allthnr nhntn' InC"nnh lh......... ,...,

,Jeffrev S. Rosenthal is a professor in the Department of

Statistics at the University of Toronto. At 24, he received

his Ph.D. in mathematics from Harvard. He has written two

textbooks on probability theory and is also an amateur musician

and computer-game programmer. He lives in Toronto. Visit the
author online at www.struckbylightning.ca.

UWriting in funny, easily understandable
language, [Rosenthal] shews how understanding

the odds can G G G help us make better
decisions about our lives."

THE GLOBE AND MAIL

From lotteries, opinion polls and insurance policies to worries about murder

rates, natural disasters and terrorism, probability plays a major part in our

everyday Iives-a part that is frequently and needlessly misunderstood.

Jeffrey S. Rosenthal, a math professor and improvisational comedian, comes to

the rescue with this irreverent, bestselling exploration of the odds and oddities

of randomness. Looking at such familiar topics as poker hands, e-mail spam,

elections and game shows, Struck by Lightning elucidates and entertains.

Chances are, you will never look at the world in the same way again.

"A breezy mix of direct yet simple mathematical tools for decision-making

along with explanations for things the non-mathematically minded have

always wanted to know, but were unsure how to ask•••• Rosenthal writes

about his topic with such clarity and warmth that even the fiercest math­

phobe will feel welcome." CAL GAR Y HER A LD

"The kind of entertaining romp, grounded in quotidian anecdotes, that

makes you feel a little smarter than you really are." MACLEAN'S

"Highly readable•••• Numbers and logic and probability are not topics you'd

think could be made lively or entertaining. But the probability that it can be

done well by Rosenthal is pretty high." WIN NIP EG FREE PRE SS


